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(54) INFORMATION TRANSMISSION AND RECEPTION SYSTEM AND 
ELECTRONIC EQUIPMENT 

(57)Abstract: 

PROBLEM TO BE SOLVED: To obtain diversity concerning restrictions on operations 
for the copyright protection in a system. 

SOLUTION: In an information transmission and reception system in which a personal 
computer and a portable audio player are connected with a USB cable, data whose 
copyrights should be protected, such as audio data, are transmitted and received by 
copying or transferring them and power is supplied from the personal computer to the 
portable audio player, mutual authentication is performed between two pieces of 
equipment. According to an authentication result, the power supplied through the USB 
cable is controlled. 



* NOTICES * 



JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]Have the 2nd electronic equipment characterized by comprising the following, 
and while, A mutual recognition processing means to perform mutual recognition 
processing about the 1st electronic equipment and the 2nd electronic equipment 
which are connected by the 1st connecting means of the above, and the 2nd 
connecting means of the above, An information transmission and reception system 
having a power control means which controls current supply to an internal circuit of 
the 1st electronic equipment of the above to the 2nd electronic equipment of the 
above according to an authentication result of the above-mentioned mutual 
recognition processing. 

The 1st memory measure made memorizable [ two or more contents information ]. 
Transmission and reception of information on connected external electronic 



equipment. 

The 1st connecting means in which current supply to connected external electronic 
equipment is possible. 

The 1st electronic equipment it has, and two or more contents information by the 2nd 
memory measure made memorizable and being connected with the 1st electronic 
equipment of the above. Transmission and reception of information including the 
above-mentioned contents information between the 1st electronic equipment of the 
above and a power supply supplied from the 1st electronic equipment of the above are 
inputted, and it is the 2nd connecting means that can be supplied to an internal circuit. 

[Claim 2]Electronic equipment comprising: 

A memory measure made memorizable [ two or more contents information ]. 
Transmission and reception of information on connected external electronic 
equipment. 

A connecting means in which current supply to connected external electronic 
equipment is possible. 

A power control means which controls current supply to external electronic 
equipment according to a mutual recognition processing means to perform mutual 
recognition processing, and an authentication result of the above-mentioned mutual 
recognition processing, about external electronic equipment connected by the 
above-mentioned connecting means. 

[Claim 3]Electronic equipment comprising: 

A memory measure made memorizable [ two or more contents information ]. 
Transmission and reception of information on connected external electronic 
equipment. 

A power supply supplied from connected external electronic equipment is inputted, 
and it is a connecting means which can be supplied to an internal circuit. 
A power control means which controls supply to an internal circuit of a power supply 
supplied from the above-mentioned external electronic equipment according to a 
mutual recognition processing means to perform mutual recognition processing, and 
an authentication result of the above-mentioned mutual recognition processing, about 
external electronic equipment connected by the above-mentioned connecting means. 



2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the information transmission and 
reception system which comprises electronic equipment which transmits and receives 
contents information, such as audio information, for example, and the electronic 
equipment which constitutes this information transmission and reception system. 
[0002] 

[Description of the Prior Art]As a usage pattern of the personal computer in recent 
years, save as a file the audio information played, for example from CD (Compact 
Disc) or other recording media at storages, such as a hard disk, or, Or downloading 
audio information from the site of the Internet, etc. and saving this as a file at a hard 
disk is performed. 

[0003]By thus, the thing for which an inside is equipped with recording media, such as 
a flash memory, for example as an audio player which can use the file of the audio 
information saved at the hard disk of the personal computer. The portable audio player 
with which the large miniaturization was attained is also spreading. 
[0004]In using the above-mentioned portable audio player, For example, a user 
connects a personal computer and a portable audio player via a predetermined data 



bus, transmits the audio file saved at the hard disk of the personal computer, and 
writes in and records on the flash memory of a portable audio player. And the audio 
information recorded on the flash memory by the portable audio player side is 
reproduced, headphone etc. are connected and this is heard. 
[0005] 

[Problem(s) to be Solved by the Invention]By the way, in the system which comprises 
a personal computer which was described above, for example, and a portable audio 
player, data transfer, such as a copy of data (duplicate) and movement, will be 
performed between recording media. Therefore, in a certain grade, a data transfer 
needs to be made to be restricted when it sees from a viewpoint of copyright 
protection. That is, if data transfer is permitted indefinitely, a possibility of infringing 
on copyright will come out. In order that a general user can enjoy the above using 
forms on the other hand, it is not appropriate to forbid data transfer thoroughly. 
Therefore, though copyright protection is planned, it is called for that it is made to be 
carried out in the data transfer management with the pliability of a certain grade 
whose duplicate of the data of the grade which is in a user's private use area and is 
accepted is enabled. 
[0006] 

[Means for Solving the Problem]Then, this invention is constituted as follows in 
consideration of the above-mentioned technical problem. First, the 1st memory 
measure whose memory of two or more contents information is enabled as an 
information transmission and reception system, The 1st electronic equipment 
provided with the 1st connecting means in which transmission and reception of 
information on connected external electronic equipment and current supply to 
connected external electronic equipment are possible, The 2nd memory measure 
made memorizable [ two or more contents information ], The 2nd electronic 
equipment that inputs a power supply supplied from transmission and reception and 
the 1st electronic equipment of information which include contents information 
between the 1st electronic equipment by being connected with the 1st electronic 
equipment, and is provided with the 2nd connecting means that can be supplied to an 
internal circuit shall be comprised. And a mutual recognition processing means to 
perform mutual recognition processing about the 1st electronic equipment and the 
2nd electronic equipment which are connected by the 1st connecting means and 2nd 
connecting means, We decided to have a power control means which controls current 
supply to an internal circuit of the 1st electronic equipment to the 2nd electronic 
equipment according to an authentication result of mutual recognition processing. 



[0007]Transmission and reception of information on a memory measure made 
memorizable [ two or more contents information ] and connected external electronic 
equipment A connecting means in which current supply to connected external 
electronic equipment is possible, and a mutual recognition processing means to 
perform mutual recognition processing about external electronic equipment 
connected by this connecting means, We decided to have a power control means 
which controls current supply to external electronic equipment according to an 
authentication result of account mutual recognition processing, and to constitute 
electronic equipment. 

[0008]Transmission and reception of information on a memory measure made 
memorizable [ two or more contents information ] and connected external electronic 
equipment Input a power supply supplied from connected external electronic 
equipment and A connecting means which can be supplied to an internal circuit, We 
decided to have a mutual recognition processing means to perform mutual recognition 
processing about external electronic equipment connected by this connecting means, 
and a power control means which controls supply to an internal circuit of a power 
supply supplied from external electronic equipment according to an authentication 
result of mutual recognition processing, and to constitute electronic equipment. 
[0009]According to each above-mentioned composition, two electronic equipment by 
connecting by a mutual connecting means. An information transmission and reception 
system that transmission and reception of contents information and current supply 
from one electronic equipment to electronic equipment of another side are performed 
is constituted, and mutual recognition which judges whether mutual electronic 
equipment is based on a transceiver standard of contents information, for example is 
performed in transmission and reception of information. And while described above, 
according to an authentication result, it is constituted so that current supply from 
electronic equipment to electronic equipment of another side may be controlled, but it 
becomes possible for power control to restrict operation of electronic equipment 
which is not attested by this, for example. 
[0010] 

[Embodiment of the Invention] Hereafter, carrying of operation of this invention is 
explained. Subsequent explanation is given in the following order. 
1. Usage pattern 1-3. internal configuration 5. data transfer processing 5-1. 
check-out processing 5-2. check-in processing 6. mutual recognition processing and 
source control processing of information transmission and reception system 1-1. 
entire configuration 1-2. system [001 1] 1 . Information transmission and reception 



system 1-1. entire configuration drawing 1 shows the entire configuration of the 
information transmission and reception system as an embodiment of the invention in 
outline. As an information transmission and reception system of this embodiment, the 
personal computer 10 which a user owns, for example, and the portable audio player (it 
is also only henceforth called a player) 20 are comprised. 

[0012]In this case, the personal computer 10 is used as apparatus for acquiring the 
contents data as a musical piece which should be transmitted to the player 20, for 
example, saving as a file to storage devices, such as a hard disk. And in acquisition of 
contents data, the following two methods are mentioned greatly. 
[0013]The audio information incorporated via the voice input/output interface with 
which the personal computer 10 is equipped although not illustrated to one here, The 
audio information played from the disk medium of CD format with the CD-ROM drive 
etc. is acquired as contents data. 

[0014]One is the method of downloading and acquiring the contents data as a musical 
piece distributed via a network. For example, the EMD (Electrical Music Distribution) 
server 1 and communication of the personal computer 10 are enabled via networks, 
such as the Internet. Much contents data for distribution is stored in EMD server 1. 
Let contents data here be the audio information as a musical piece. And the user of 
the personal computer 10 chooses the contents data as a musical piece which should 
be purchased by operation to the personal computer 10, for example. And 
determination of the contents data to purchase will require distribution of this 
contents data from EMD server 1 in the personal computer 10. In EMD server 1, the 
transmission output of the contents data of a musical piece according to this demand 
is carried out to the personal computer 10. Contents data is received and saved in the 
personal computer 10. 

[0015]As the personal computer 10 of this embodiment, It has a copyright protection 
function for planning copyright protection at the time of delivering and receiving 
contents data between the personal computer 10 and a player, as it mentions later 
besides [ which acquires contents data as mentioned above and saves a file ] a 
function. As a copyright protection function, an enciphering function, the 
authenticating processing function at the time of contents data transmission and 
reception, etc. are given, for example. And such a function is obtained by installing in 
the personal computer 10 the application software (henceforth "contents managing 
application") for managing the contents data which the manufacturing maker of the 
player 20 provides, for example. The above-mentioned contents managing application 
and the contents data in which the player 20 of this embodiment corresponds, It is 



considered as the audio information by which compression processing was carried out 
with the method called ATRAC 3 which improved the ATRAC (Adaptive Transform 
Acoustic Coding) method. As an embodiment, it does not need to be limited to this 
compression technology. As one of the data interfaces with peripheral equipment, 
USB (Universal Serial Bus) is provided in the personal computer 10, and the player 20 
explained below is connected to it so that communication by USB is possible. 
[0016]The player 20 is an audio player which can reproduce and hear contents data, 
while it has portable size shape and a user carries, considers it as the media which 
carry out record reproduction of the contents data as a musical piece, and builds in 
the flash memory. 

[0017]By the headset jack 22 being formed in the upper part flat-surface part of the 
main part 21 of the player 20, inserting the headphone plug 41 of the headphone 40 to 
here, and equipping an ear with IYADORAIBA 42. The user can hear the reproduced 
contents data as a sound. The manual operation button 23 of cylindrical shape is 
formed in the same upper part flat-surface part of the main part 21. This manual 
operation button 23 is performing predetermined pressing operation and rotatably 
operating, and is made possible [ reproduction/halt of contents data, search, a rapid 
traverse / already operating return etc. ]. The volume key 24, the low-pitched sound / 
volume restriction key 25, and the hold key 26 are formed in the lateral portion of the 
main part 21. The volume key 24 adjusts the audio loudness level of sound which can 
be heard by the headphone 40, and low-pitched sound / volume restriction key 25 is 
performing prescribed operation, and it performs level adjustment of a low-pitched 
sound region, and ON-and-OFF setting out of the function to restrict the maximum 
volume to a certain predetermined level. The hold key 26 is used to repeal operation 
to the handler provided in the player 20. It is the public places in a train etc., for 
example, the volume restriction key 25 is used, when a sound leaks to the 
circumference and it makes it like to make trouble to it, and a hold key is used for it to 
prevent performing operation to the operation key of a main part carelessly. 
[0018]In the field used as the transverse plane of the main part 21 side, the indicator 
30, the play mode key 27, and the De Dis play key 28 are formed. The predetermined 
display according to the operation situation of the player 20 is performed in the 
indicator 30. For example, during reproduction, the present operating state, a tune 
number, lapsed time, etc. are displayed. When the display information in this indicator 
30 can be changed, for example, the De Dis play key 28 is operated by operating the 
De Dis play key 28, It is supposed that it is possible to switch to the state of displaying 
a track name, an artist name, etc., from the state which shows a tune number and 



lapsed time, or to switch to the state of displaying the bit rate of the bar display and 
contents data in which a regenerative signal level is shown in spectrum analyzer. The 
play mode key 27, for example One music repeat reproduction, all-songs repeat 
reproduction, It is provided in order to set up special reproduction modes, such as 
shuffle reproduction, and the special reproduction mode set up by this key operation 
is also shown by the predetermined display style by the segment display in the 
indicator 30, for example. 

[0019]USB connector 32 is formed in the lateral portion bottom of the main part 21 in 
which the volume key 24 grade is provided. So that it may be provided in order to 
connect this USB connector 32 with the personal computer 10 with USB cable 50 so 
that communication is possible, for example, it may illustrate, One USB plug 52 of USB 
cable 50 is connected with USB connector 32 of the player 20, and it is made to be 
connected to the USB connector (here, not shown) in which the USB plug 51 of 
another side is formed at the personal computer 10 side. Thus, by being connected, 
data transmission and reception is performed between the personal computer 10 and 
the player 20, and it becomes possible to deliver and receive contents data of each 
other. When not connecting the USB plug 52 to USB connector 32, USB connector 32 
is covered by the connector covering device 33, and it can protect. 
[0020] 1-2. the usage pattern of a system — here, explain the example of a usage 
pattern of the above-mentioned system. As it is shown in drawing 2 (a), a certain 
contents data CT is purchased and downloaded, and it is made to be incorporated 
from EMD server 1 in the personal computer 10. Thus, acquired contents data CT is 
changed into the file to which compression processing was performed as it mentioned 
above in the personal computer 10, and encryption was given, for example, is saved at 
an internal hard disk. Here, although not illustrated, as stated also in advance, the 
audio information obtained from media and voice input/output interfaces, such as CD, 
can also be acquired as contents data, and can be saved. 

[0021 ]And as contents data CT saved with the personal computer 10 as mentioned 
above is shown in drawing 2 (b), it is made possible [ uploading to the player 20 
connected via the USB interface ]. In the player 20, this uploaded contents data is 
written in a built-in flash memory, and is memorized. And the user can reproduce and 
hear the audio information which is a musical piece as contents memorized by the 
flash memory by the player 20. 

[0022]It is supposed that the system of this embodiment is based on the copyright 
protection standard of SDMI (Secure Digital Music Initiative). That is, the contents 
managing application installed in the personal computer 10 and the player 20 are 



constituted so that operation based on this SDMI may be obtained. 
[0023] Drawing 3 shows the typical data transfer restrictions based on this SDMI. Here, 
about transmitting it from the personal computer 10, to the player 20, as contents 
data is copied, it is called "check-out." The data transfer in this case is a copy, and 
the contents data of a copied material will remain in the personal computer 10, 
without being deleted. It is called check-in to transmit data from the player 20 to the 
personal computer 10 conversely. However, the contents data which became with 
movement of data in check-in, therefore was memorized by the player 20 side 
depending on check-in is deleted. 

[0024]Here, it shall be decided by check-out that it is to 3 times, and four check-out 
or more shall not be performed. That is, from the personal computer 10, to other 
apparatus containing the player 20 of this embodiment, it is restricted so that it can 
copy only to 3 times. However, if you check in at the contents data in which he was 
already checked out 3 times, for example, it will enable it to be again checked out 
about this contents data at which he checked in. the upload to the compression 
processing, the encryption processing, and the player 20 to download of the contents 
data from EMD server 1, and download data which were stated by drawing 2 and 
drawing 3 when stated for the check — and, The contents managing application 
installed in the personal computer 10 performs the above-mentioned management of 
check-in/check-out. 

[0025] By the way, providing contents data "with reproduction restrictions" is also 
performed. [ which provided restriction of a refreshable period or the number of times 
of refreshable for the purpose of being reflected / intention / giving diversity to 
distribution service, for example, / an owner of a copyright / as data distribution in 
EMD server 1 ] These refreshable periods and number of times of refreshable are 
stored as reproduction condition data, for example in the header of contents data. 
[0026]As this embodiment, about such contents data with reproduction restrictions. 
Only reproduction by starting contents managing application on the personal 
computer 10 is enabled, and the check-out to the player 20 is managed as what 
cannot be performed. 

[0027]However, contents data with reproduction restrictions is able to check out 
contents data CT with reproduction restrictions to the player 20, and to constitute by 
the player 20, of course, so that it may be refreshable. And as a matter of course, 
according to the refreshable period and the number of times of refreshable specified 
by contents data CT with reproduction restrictions, it should be constituted so that 
the reproduction motion in the player 20 may also be restricted. 



[0028]Then, the internal configuration of the personal computer 10 which constitutes 
the system shown in drawing 1 , and the player 20 is explained with reference to 
drawing 4 . It is that the network connection interface 101 for connecting with the 
network 2 is established in the personal computer 10, and the network connection 
interface 101 functions by control of CPU 102, ** which can download the contents 
data which is connected with EMD server 1 via the network 2 so that communication 
is possible, and is provided with EMD server 1 

[0029]CD-ROM drive 106 is formed here and it is supposed in this CD-ROM drive 106 
that it is possible to play and read the data currently recorded on the disk in CD 
format with which it was loaded. For example, in addition to the disk in CD format, a 
disk drive also with refreshable disks, such as DVD (Digital Versatile Disc), may be 
formed actually. For example, the audio information which played and obtained the 
disk with which this CD-ROM drive 106 was loaded as contents data can be used. 
[0030]The voice input/output interface 108 is considered as the interface for input 
and output of a digital audio signal with an external instrument, or an analog audio 
signal. In the personal computer 10 of this embodiment, it is also made possible to 
change into contents data the digital audio signal and analog audio signal which are 
inputted via this voice input/output interface 108. 

[0031]At the hard disk 107, various application software for CPU102 to perform and 
various files are saved. For example, if it is a case of this embodiment, the file of the 
contents data which contents managing application and this contents managing 
application treat is saved here. 

[0032]RTC105 clocks current time and outputs the time information. The current time 
information acquired in this RTC105 can be used for the reproduction period 
management of contents data, etc. in this embodiment. 

[0033]The interface 10 has an user interface function for transmitting to CPU 102 the 
operation information inputted from the operation input section 112 actually used as a 
mouse, a keyboard, etc., for example, and displaying a picture on the display 1 13. It is 
assumed that it also has the data interface function with external peripheral 
equipment. And in order communication with external peripheral equipment is possible, 
and to be made by the USB interface at least as this embodiment, therefore to realize 
the data communications by a USB interface in the interface 10, the USB driver 1 10 is 
formed. The USB driver 1 10 is connected with USB connector 1 1 1 actually expressed 
and provided, for example in personal computer 10 main part. When it was a case of 
this embodiment and is connected with the player 20 by the USB interface, according 
to the program of contents managing application, the contents data as a musical piece 



can be transmitted to the player 20. That is, by control of CPU 102, contents data is 
transmitted to the USB driver 110, and carries out the transmission output of the 
contents data via USB connector 1 1 1 with the USB driver 110. 

[0034]As shown here also as USB cable 50 which connects USB connector 1 1 1 by 
the side of the personal computer 10, and USB connector 32 by the side of the player 
20, As a USB interface, one cable (transmission line) is formed with signal-line D+, D-, 
power source line Vbus, and four lines of ground lines. Signal-line D+ and D- are lines 
for data which perform data communications by difference transmission, and let power 
source line Vbus be a line by the side of the plus for performing current supply from 
the personal computer 10. That is, with the USB interface, it is supposed as everyone 
knows that it is possible to perform DC-power-supply supply, for example from the 
personal computer 10 to peripheral equipment. 

[0035]CPU(Central Processing Unit) 102, In the personal computer 10, necessary 
control management is performed according to the program as an OS (Operation 
System), and the started program of various application software. ROM1 13 is used as 
nonvolatile memory, such as EEPROM and a flash memory, for example, and is made 
possible [ saving suitably the data of various setup information the file which does not 
have the data volume like **, etc. ]. The program data of application software started, 
for example and the various data obtained by processing of CPU12 are held RAMI 04. 
[0036]The power supply section 114 inputs commercial alternating current power 
actually, for example, and gets the DC power supply voltage of a predetermined level. 
And the power supply PW acquired by doing in this way is supplied to each internal 
functional circuit unit. As it mentioned above, in order to perform current supply from 
the personal computer 10 concerned to external peripheral equipment via a USB 
interface, he branches to the USB driver 110 and is also trying to supply the power 
supply PWu for USB from the above-mentioned power supply section 114. 
[0037]Then, the function as contents managing application started in the personal 
computer 10 by the above-mentioned composition is typically shown in drawing 5 . 
Greatly, the contents managing application 300 comprises the contents managing 
program 311, the display operation instruction program 312, the sound recording 
program 313, and the application program 315 for purchase, and creates and prepares 
the contents database 314. The contents database 314 is saved at the hard disk 107, 
for example. 

[0038]The contents managing program 31 1 conceals the contents of processing from 
the outside, and he is trying for it to become difficult to read and comprehend it of the 
contents of processing by being described as the instruction shuffled actually, for 



example or an enciphered instruction. 

[0039]In this contents managing program 311, the EMD selection program 131 is a 
program provided from the EMD server 1 side via the network 2 by the EMD 
registration processing performed, for example by a user s prescribed operation. And 
this EMD selection program 131 is stored for example, in RAMI 04, and it is made to be 
held. And selection about connecting with any of EMD servers 1 supposed that the 
EMD selection program 331 has more than one actually, for example is performed, The 
application program 315 for purchase or the driver 342 for purchase is made to make 
connection with this selected EMD server 1. 

[0040]Check-in / checkout control program 332, It is what manages operation of 
check-in/check-out of contents data, If permission is given about the contents as 
which he checked out when check-out was permitted about the specified contents 
data, and check-in was required, processing will be performed so that check-in may 
be performed. The judgment about whether this check-in and check-out are 
permitted, For example, in the rule of the check-in/check-out explained by drawing 3 , 
and the contents database 314, it is carried out with checking the data content 
corresponding to the contents data which was the target of check-in/check-out. 
Check-in / checkout control program 332 updates the contents of the contents 
database 314 corresponding to processing of check-in or check-out. The structure of 
the contents database 314 is mentioned later. 

[0041 ]The contents data which the application program 315 for purchase received 
from EMD server 1 via the network 2 may be enciphered by a method different, for 
example from the data encryption method performed in this contents managing 
application 300. The cipher system conversion program 333 is changed into the data 
format enciphered by the cipher system with which this contents managing application 
300 suits about the contents data encryption method which was received from EMD 
server 1 as mentioned above, and was acquired. As a cipher system to the contents 
data in this case, a DES (Data EncryptionStandard) method or a FEAL (Fast 
Encripherment Algotithm) method is employable, for example. 

[0042]As contents data which was received and was acquired from EMD server 1, 
Since compression of audio information may be performed by different compression 
technology (for example, MP3:MPEG Audio Layer-3 etc.) from ATRAC 3 method to 
which the contents managing application 300 is equivalent, In such a case, conversion 
to the audio information compressed by ATRAC3 method is made to be performed 
about the audio information as contents data compressed by the compression 
technology conversion program 334 with methods other than ATRAC3 method. The 



compression technology conversion program 334 also has the function as an encoder 
which carries out compression processing of the audio information to which 
compression processing is not performed, For example, it is also made to be 
performed to perform compression processing by ATRAC3 method about the audio 
information played from the disk by CD-ROM drive 106 and the audio information 
which was inputted with the voice input/output interface 108 and acquired. 
[0043]The audio information by which the enciphered program 335 was played from 
the disk, for example with CD-ROM drive 106, When creating the audio information 
which was inputted with the voice input/output interface 108 and acquired as 
contents data, it enciphers with the cipher system with which the contents managing 
application 300 suits. 

[0044]Here, it is supposed that the regular player 20 also corresponds the cipher 
system which suits the contents managing application 300 currently described above, 
and audio information compression technology. That is, in the player 20, about the 
contents data to which compression processing and encryption were properly given 
by the contents managing application 300, elongation processing and code 
composite-ized processing are performed, audio information is restored, and it is 
supposed that reproducing properly is possible. 

[0045]The format of the utilization condition data (Usage Rule) in which the 
reproduction condition of the contents data which the utilization condition conversion 
program 336 received from EMD server 1, and was acquired, copy conditions, etc. are 
shown, "it changes into the format which can be processed with the contents 
managing application 300. This utilization condition data is used for creating a 
contents database. 

[0046]The hash value control program 337 computes the hash value about the 
contents database 314 which has first a data structure mentioned later, and performs 
processing which stores this for example, to ROM 105. The alteration of the utilization 
condition data in a contents database is detected by referring to a hash value in the 
preceding paragraph story which performs processing of check-in or check-out. When 
check-in about a certain contents data or processing of check-out is performed next 
noting that an alteration is not performed, for example, it also performs updating a 
hash value. A hash value is obtained by calculating with the application of a hash 
function to data.lt is supposed that it is hard to happen the collision of the hash values 
from which it changes it into it as a hash function maps variable-length long data in a 
fixed-length short value and which it is known as a function of tropism on the other 
hand, and are the result of an operation. 



[0047]When the player 20 is actually connected with the personal computer 10 by the 
USB interface, for example, in the preceding paragraph story which delivers and 
receives contents data, it is checked whether the contents managing application 
installed in the personal computer 1 0 is regular — both, In order to check whether the 
player 20 is regular, mutual recognition processing is performed between the personal 
computer 10 and the player 20. The authentication program 338 is considered as the 
program which performs authenticating processing which the personal computer 10 
side should perform in this mutual recognition processing. Mutual recognition 
processing with the contents managing program 311 and the application program 315 
for purchase and processing of the mutual recognition of the contents managing 
program 311 and the driver 342 for purchase are performed. Furthermore mutual 
recognition processing with EMD server 1, the application program 315 for purchase, 
or the driver 342 for purchase is performed, and for example, ROM 103 is made to 
memorize the authentication key used at this time. This authentication key shall not 
memorize at the authentication program 338, when the contents managing program 
311 is installed in the personal computer 1. And when registration processing is 
normally performed by the display operation instruction program 312, it is supplied 
from EMD server 1. 

[0048]The decoding program 339 performs performing necessary decoding processing 
about that contents file, and restoring to audio information, when reproducing 
contents data on this contents managing application 300. For example, if compression 
processing is already performed for contents data and encryption is given, audio 
information will be obtained by solving encryption and performing elongation 
processing. Thus, the obtained audio information is outputted, for example via the 
voice input/output interface 108. 

[0049]As the power control program 340 is mentioned later, it is established in order 
to perform power control in the USB driver 110. 

[0050]The device driver 341 is the driver software corresponding to the device as the 
player 20, for example, and manages data transmission and reception with the player 
20 through the USB driver 110. 

[0051 ]The driver 342 for purchase is the driver software corresponding to a certain 
specific EMD server, for example, and is installed as what is called plug-in software to 
contents managing application 300 main part. Thereby, the transfer of data with the 
contents managing program 311 of the driver 342 for purchase is attained. And this 
driver 342 for purchase receives contents data from this EMD server 1 while 
demanding transmission of predetermined contents data of a certain specific EMD 



server 1 via the network 2. Accounting is also made to perform when the driver 342 
for purchase receives contents data from this EMD server 1. 

[0052]The GUI (Graphical User Interface) program 312, It is considered as the 
program for realizing GUI as the contents managing application 300, for example, a GUI 
image is displayed to the display 113 according to operation of the mouse as the 
operation input section 112, a keyboard, etc. 

[0053]The sound recording program 313 is a basis in the state where the window for 
sound recording is shown by GUI program 312, for example, For example, it is chosen 
now and audio information of CD with which CD-ROM drive 106 is loaded, or audio 
information acquired via the voice input/output interface 108 is made into a sound 
source, It is considered as the program which performs processing for saving as 
contents data at the hard disk 107. For example, if operation of a recording start is 
performed to the window for sound recording, the sound recording program 313 saves 
the audio information as a sound source chosen, for example according to the form of 
contents data at a hard disk now. 

[0054]The contents database 314 comprises a set of the necessary management 
information file corresponding for every contents data which are managed as a file and 
saved at the hard disk 107, for example. And it shall be saved to the hard disk 107 also 
as this contents database 314, for example, a file. 

[0055]Here, the example of a data structure of the above-mentioned contents data 
and the contents database 314 is explained with reference to drawing 8 and drawing 9 , 
respectively. Drawing 8 shows the structure of contents data. As contents data, the 
header area A1 is first arranged so that it may illustrate, and the data area A2 where 
audio information is stored after this is arranged. Compression processing is 
performed by ATRAC3 method, and the audio information stored in the data area A2 
is enciphered, for example by predetermined methods, such as DES, so that old 
explanation may also show. 

[0056]Each information on file ID, header size, contents key, file size, codec ID, file 
name, file information, reproduction restriction data, reproduction opening day, 
reproduction end date, number-of-times [ of refreshable ], and real reproduction 
frequency is stored in the header area A1 from a head. 

[0057]File ID is ID which becomes peculiar for every file, and header size shows the 
size of the header area A1. A contents key is further enciphered with a common 
session key, when it is considered as the data for solving encryption about the audio 
information of the data area A2 where encryption was given and transfer of contents 
data is actually performed between the personal computer 10 and the player 20. 



[0058]A file size shows the size as a file of this contents data itself, for example, and 
shows the title as a musical piece of this contents data, and an artist name to file 
information, for example. 

[0059]Codec ID is set to ID which shows the speech compression method given to the 
audio information as contents data. 

[0060] Reproduction restriction data, reproduction opening day, reproduction end date, 
number-of-times [ of refreshable ], and real reproduction frequency is reproduction 
restriction management information for reproduction restrictions of the contents data 
concerned to be performed properly. Copy conditions of a contents database, a value 
of a copy frequency counter, etc. which reproduction restriction data is made the 
information which shows the reproduction restrictions set up according to old data 
transfer and reproduction history after following the rule of SDMI, for example, for 
example, are mentioned later are reflected. At the time of a reproduction opening day 
and a reproduction end date, when it is the contents data with reproduction 
restrictions in which restriction was given during the regeneration phase, the time of 
the opening day in which the reproduction is enabled, and an end date is shown. 
Similarly, the number of times of refreshable shows the value of the number of times 
of refreshable about the contents data with reproduction restrictions in which 
reproduction frequency is restricted. Real reproduction frequency shows the number 
of times reproduced by the personal computer 10 or the player 20. Here, when the 
value which real reproduction frequency shows, for example becomes the same as 
that of the value of the number of times of refreshable, reproduction of this contents 
data will be forbidden in the personal computer 10 and the player 20. 
[0061] Drawing 9 shows the structure of the contents database. Here, it is assumed 
that it corresponds as contents data when three of the contents 1-3 are saved at the 
hard disk 107. 

[0062]If it corresponds to each contents as shown in this figure, first, the information 
on file ID, a contents key, a title, and a file size is established, and utilization condition 
data is provided further. File ID, a contents key, a title, and a file size have the same 
contents as what is stored in the header area A1 of the contents data shown in 
above-mentioned drawing 8 shown. 

[0063]The same contents as the number of times of refreshable are shown at the time 
of a reproduction end date at the time of the reproduction opening day stored in the 
header area A1 of the contents data which showed drawing 8 ""the time of a 
reproduction condition:opening day and a reproduction conditiomend date' ' , and the 
number of times of reproduction conditionrefreshable" among utilization condition 



data. A ''reproduction frequency counter" shows the same contents as the real 
reproduction frequency stored in the header area A1 of the contents data shown in 
drawing 8 . "They are fee collection conditions at the time of reproduction", the fee 
collection setups about the contents data concerned are shown, "copy conditions: 
Number-of-times" shows the copy frequency permitted about the contents data 
concerned, and if it is a case of this embodiment, number-of-times =3 of check-out 
will be shown. A "copy frequency counter" shows until now the number of times to 
which the contents data concerned was copied. For example, the above-mentioned 
"copy conditions: If the value shown by number-of-times" and the value of a "copy 
frequency counter" become the same, copying more than this and this contents data 
will be forbidden. That is, it does not answer [ that there is this contents copy-of-data 
demand and ], for example in the personal computer 10. in addition — the case where 
check-in is performed as for the value of this copy frequency counter — copy 
frequency — a draft — that value is changed as it lessens, "copy conditions: The 
copy conditions based on the standard of SCMS (Serial Copy Management System) 
are shown in SCMS." In SCMS, the copy of only one generation is permitted about 
performing digital copies, such as audio information, for example from the media of a 
certain copy origin to the media of a copy destination. The hash value control program 
337 (refer to drawing 5 ) which a hash value is a data row which comprises a 
predetermined number of bytes, and was mentioned above computes based on the 
contents of the contents database, and is held, It is referred to when performing the 
judgment about whether the alteration about the contents of a contents database was 
performed. 

[0064]Then, explanation is returned to drawing 4 and the internal configuration of the 
player 20 is explained. USB connector 32 shown also in drawing 1 is formed in the 
player 20, and this USB connector 32 is connected with the internal USB driver 215. 
In the case of this embodiment, from above-mentioned USB connector 32, the 
contents data transmitted from the personal computer 10 is inputted into the USB 
driver 215, and is received here. 

[0065]As for the flash memory 206, the beginning of data and read-out are performed 
by the flash plate memory driver 205. And the contents data received with the USB 
driver 215 is written in and memorized to the flash memory 206 in this case. 
[0066]Here, the contents data memorized by the flash memory 206 is managed by 
what is called FAT (File Allocation Table). That is, the recording position of the 
contents data on the flash memory 206 is managed by FAT. Although the data as this 
FAT may be memorized by the flash memory 206, for example with contents data, it 



may be made to memorize it to external ROM210 constituted by EEPROM etc., for 
example. For example, if FAT is written in external ROM210, the number of times of 
rewriting to the flash memory 206 supposed that the number of times of rewriting has 
a limit can be lessened on the structure. It can use for memorizing various setup 
information etc. to external ROM210, for example. 

[0067]When reproducing the contents data memorized by the flash memory 206 as 
audio information, the specified contents data is first read from the flash memory 205, 
and it transmits to DSP207 via an internal bus. In DSP207, the audio information 
stored in the data area A2 from contents data is extracted. And about this audio 
information, decipherment processing of encryption and data decompression 
processing are performed, and the digital audio data of a predetermined format are 
obtained. Signal processing in this DSP207 can also perform adjustment of the tone 
quality according to the prescribed operation performed, for example to the final 
controlling element 212, volume, etc. In DSP207 performing signal processing, if there 
is necessity, for example, the buffer memory 21 1 will be used as workspace. And the 
digital audio data produced by doing in this way are outputted to D/A converter 208. 
In D/A converter 208, the inputted digital audio data are changed into an analog audio 
signal, and it outputs to the amplifier 209. With the amplifier 209, it amplifies about the 
inputted analog audio signal, and outputs to the headset jack 22 which is a voice signal 
output terminal. And if the headphone 40 are connected to the headset jack 22, the 
sound as a musical piece will be outputted from IYADORAIBA 42 of these headphone 
40, for example. 

[0068]When [ in which he checks in at the contents data memorized by the flash 
memory 206 ] getting it blocked, making it move and making and transmitting to the 
personal computer 10, With the flash plate memory driver 205, the contents data at 
which he should check in is read from the flash memory 205, and it transmits to the 
USB driver 215. In the USB driver 215, the transmission output of the contents data is 
carried out to the USB driver 1 1 0 by the side of the personal computer 1 0 connected 
via USB connector 32 -> USB cable 50. 

[0069]As stated also in advance, when the player 20 is connected with the personal 
computer 10 by the USB interface, perform mutual recognition between the personal 
computer 10 and the player 20, but. For this reason, the authenticating processing 
block 204 is formed in the player 20 side. The authenticating processing block 204 
performs processing which the player 20 side should perform as mutual recognition 
processing, for example according to control of CPU201. 

[0070]The final controlling element 212 shall comprise the various handlers provided 



in the main part 21 of the player 20 shown, for example in drawing 1 , and outputs the 
operation information signal according to the operation performed to the handler. 
CPU201 performs control management to a various function circuit part based on this 
operation information signal. Thereby, the necessary operation according to operation 
is obtained. For example, if operation about reproduction was performed, control to 
DSP207, reading control to the flash memory 205, etc. will be performed so that 
necessary reproduction related operation may be performed according to this 
operation. The display driver 213 performs the drive over the display device as the 
indicator 30 according to the indicative data outputted from CPU201. Thereby, 
various kinds of displays are performed in the indicator 30. 

[0071]CPU216 begins the various regeneration to the contents data according to the 
above-mentioned final controlling element, display control, and the communications 
control through a USB interface, and performs various control management for 
realizing necessary operation. The data of the program which CPU201 should execute, 
the initialization information which CPU202 should refer to, etc. are stored in ROM202. 
The program which CPU201 should execute is started and held and the data which 
CPU201 used for various processing or an operation is held RAM203. 
[0072]The player 20 of this embodiment changes into the voltage of a predetermined 
level the DC power supply obtained with the battery 217 by the power supply circuit 
216, and is made to be used as power supply PW-B of an internal circuit. As 
mentioned above, from the personal computer 10, it is supposed that it is possible to 
supply DC power supply voltage outside via USB cable 50. For this reason, when being 
connected with the personal computer 10 via USB cable 50 as the player 20, the 
power supply voltage supplied via this USB cable 50 is supplied by the internal circuit. 
For this reason, power supply PW-U of a predetermined level is obtained from the 
power supply voltage supplied via USB cable 50 as the USB driver 215 of this 
embodiment, and it is constituted so that this may be supplied to an internal circuit. 
Although stopped, suppose the current supply from the power supply circuit 216 
which makes the battery 217 a power source at this time that the next explanation is 
described about the composition of this power-source change. 

[0073]As it mentions later, according to the mutual recognition result performed 
between the personal computer 10 and the player 20, supply of the power supply 
through a USB interface (USB power supply) is controlled by the system of this 
embodiment. That is, when it is not attested noting that the player 20 is not apparatus 
corresponding to a regular system as a mutual recognition result of the personal 
computer 10 and the player 20. For example, one is made to suspend supply of the 



USB power supply from the personal computer 10 to the player 20 as a penalty 
measure. 

[0074]Then, suppose that the example of composition of a power supply circuit 
system of the personal computer 10 and the player 20 shown in above-mentioned 
drawing 2 is shown in drawing 6 and drawing 7 . Drawing 6 shows the composition of a 
supply circuit system of a USB power supply as a power supply circuit system in the 
personal computer 10. To the USB driver 110, the power supply PWu for USB is 
supplied from the power supply section 114 to the USB driver 110. Here, in the USB 
driver 110, it shall be provided in the switch 110a in a power supply path, and the 
above-mentioned power supply PWu for USB is connected to USB connector 111 via 
the line Vbus from this switch 110a. Here, as for the switch 110a, switch elements, 
such as FET, are used, for example and an on/off state is controlled by control of 
CPU102. 

[0075]The composition of a power supply circuit system provided in the player 20 side 
is shown in drawing 7 . In the player 20, it is supposed that it is possible to operate 
considering any of the battery 217 and a USB power supply they are as a power 
source. First, the battery 21 7 will be made into a power source in the state where it is 
not connected with external instruments, such as the personal computer 10, via USB 
connector 32. In this case, the electric power as DC power supply voltage supplied 
from the battery 216 is supplied to the power supply circuit 215, It is changed into the 
direct current voltage stabilized with the predetermined level with DC to DC 
converter 215a in this power supply circuit 215, and is supplied to necessary circuit 
elements including for example, CPU201 grade as power supply PW-B. At this time, 
there is no current supply from the USB power supply side through the USB 
connector 32 -> regulator 216a. 

[0076]And suppose that connection with external power feeder machines, such as the 
personal computer 10, was made via USB connector 32 of the player 20 from the 
state above-mentioned, for example. Although the data signal by signal-line D+ and 
D- and the USB power supply by power source line Vbus will be inputted via USB 
connector 32 at this time, only power source line Vbus which supplies a USB power 
supply is shown on account of explanation here. 

[0077]The USB power supply inputted via USB connector 32 is supplied to the 
regulator 216a it is supposed that is provided to the inside of the USB 
detecting-signal generation part 220 and the USB driver 216. In the USB 
detecting-signal generation part 220, the partial pressure of the voltage of the 
inputted USB power supply is carried out, the detecting signal which can show that 



USB connection was made is generated, and it outputs to DC to DC converter 215a in 
the power supply circuit 215. If this detecting signal is inputted, it is made for that 
operation to be stopped by DC to DC converter 215a. That is, when USB connection 
is made, the current supply which makes the battery 216 a power source by 
controlling to stop operation of DC to DC converter 21 5a is made not to be performed. 
And power supply PW-U produced by transforming into predetermined level voltage 
the USB power supply inputted by the regulator 216a instead of this is made to be 
supplied to an internal circuit. 

[0078]Here, it is switched to the state where make it DC to DC converter 215a have 
operation started, and battery-operated is carried out again, instead of supply of 
power supply PW-U through the regulator 216a being suspended if it changed into the 
state where USB connection was removed from the state above-mentioned, for 
example. 

[0079]5. As a data transfer processing 5-1. check-out processing book embodiment, 
even if it describes above, have the feature in the USB power control according to a 
mutual recognition processing result so that it may be, but. It performs in order to 
check whether its each is regular when mutual recognition processing performs data 
transfer between the personal computer 10 and the player 20. Then, next, the 
processing operation at the time of data transfer including this mutual recognition 
processing is explained. The data copy from the personal computer 10 called 
"check-out" with having mentioned above as data transfer of this embodiment to the 
player 20, Since data movement (move) from the player 20 called "check-in" to the 
personal computer 10 is performed, this check-out processing and check-in 
processing are explained one by one. 

[0080]The processing operation for check-out is shown in drawing 10 and drawing 11 . 
The flow chart shown in this figure shall show the processing at the time of seeing 
from the personal computer 10 side, and CPU102 shall be performed according to the 
program of contents managing application. 

[0081]When checking out, the hash value corresponding to the contents of the 
present whole contents database is first calculated in Step S101 of drawing 10 . And in 
the following step S102, it compares about the hash value which it is computed in the 
hash value obtained at the above-mentioned step S101, and last time, for example, 
was made to hold to ROM103, and it is distinguished whether the value is in 
agreement. Here, when a negative result is obtained noting that both hash value is not 
in agreement, it progresses to Step S103, the message which shows not checking out 
since the contents database may have been altered unjustly is displayed, and this 



routine is terminated. On the other hand, when an affirmation result is obtained noting 
that both hash value is in agreement in Step S103, it progresses to Step S104. 
[0082]In Step S104, the information on each contents registered there is read from 
the contents database saved at the hard disk 107, for example. And control 
management for displaying the GUI image for choosing contents data (that is, it is a 
musical piece) to the display 113 based on this read information is performed. The 
user can choose the contents which should be checked out by operating it to the GUI 
image for this contents selection, for example using the operation input section 12. 
[0083]Supposing a decision of the contents data which should be checked out is made 
by the user's operation which is said to have been carried out, for example in the 
above-mentioned step S105 here, [ in a contents database ] in continuing Step S105, 
the utilization condition data corresponding to this selected contents data is checked. 
That is, fee collection conditions etc. are investigated at the time of the various 
reproduction conditions about selected contents data, copy conditions, and 
reproduction. And in the following step S106, it is distinguished whether based on the 
checked result of each above-mentioned utilization condition data, he can check out 
about selected contents. Here, when it is distinguished noting that check-out should 
be forbidden, this routine is ended, but when you can check out, it progresses to Step 
S107. 

[0084]In continuing Step S107, mutual recognition processing between the players 20 
of the personal computer 10 is performed. 

[0085]Although the details of this mutual recognition processing are mentioned later, 
If it explains briefly here, the master key KM shall be beforehand memorized by 
external ROM210 of the player 20, and ID which specifies the apparatus as the 
individual key KI and the personal computer 10 concerned shall be beforehand 
memorized by ROM103 of the personal computer 10, for example. In the player 20 side, 
ID transmitted from the personal computer 10 side receives, a hash function is applied 
to the master key KM held by the ID and player 20 side, and the same key as the 
individual key it is supposed that is held to ROM103 by the side of the personal 
computer 10 is generated. The personal computer 10 and an individual key common to 
both players 20 will be shared between doing in this way. A still more nearly temporary 
key for communication is generable using this individual key. 

[0086]Or while, making ROM103 of the personal computer 10 memorize ID and master 
key KM1 beforehand for example, it is made to make external ROM210 of the player 
20 memorize ID of the player 20, and master key KM2 as other authenticating 
processings. And by transmitting each ID and master key of each other to another 



side, another side applies a hash function to ID and the master key which have been 
transmitted from one side, and generates the individual key of another side. And it 
may be made to generate a temporary key for communication further from the 
individual key. 

[0087]And in the above-mentioned step S107, when attestation is obtained mutually, 
after the player 20 of the personal computer 10 shares the above-mentioned 
temporary key for communication (momentary key Ks) eventually, it shifts to Step 
S108. Processing when mutual recognition is not obtained is mentioned later. 
[0088]In Step S108, the information which the file as contents data of file ID etc. can 
specify is read from a contents database. And in the following step S109, processing 
which changes into the thing corresponding to the player 20 a compression encoding 
system of audio information and a cipher system, a format, etc. which are included in 
the contents data acquired by the above-mentioned step S108 is performed if 
necessary. However, this processing will be skipped if considered as the compression 
encoding system corresponding to the player 20 and the cipher system, and the 
format in the stage saved at the hard disk 107. After processing of this step S109 is 
completed, it shifts to processing of Step S1 10 of drawing 11 . 

[0089]In Step S1 10, the contents data which was read and was acquired from the hard 
disk 107 is enciphered with the key for communication (momentary key) shared by 
mutual recognition processing of previous Step S107. And it transmits via a USB 
interface to the player 20. The contents data transmitted as mentioned above is 
rece j vec l, and it writes in the flash memory 206 and is made to memorize in the player 
20 side. 

[0090]In the following step S1 11, each reproduction condition (at the time [ At the 
time of an opening day ] of an end date number of times of refreshable) of the 
contents database corresponding to selected contents data is changed into the form 
that the player 20 is manageable, if necessary. In Step S112 which furthermore 
continues, the SCMS information in the copy condition of the contents database 
corresponding to selected contents data is changed into the form which the player 20 
manages. And in the following step S113, the above-mentioned step S1 11, and the 
reproduction condition and SCMS information which were changed by processing of 
S112 are transmitted to the player 20. In the player 20 side, the reproduction 
condition and SCMS information which were received are saved to flash memory 206 
or external ROM210. 

[0091]In the following step S114, fee collection conditions, copy conditions, etc. are 
transmitted to the player 20 with the form which CPU102 is treating at the time of the 



various reproduction conditions and reproduction which are utilization condition data 
registered into the contents database of selected contents. In the player 20 side, the 
transmitted utilization condition data will be saved to flash memory 206 or external 
ROM210. 

[0092]In [ read the encryption key which has enciphered selected contents data in the 
following step S115, i.e., a contents key from a contents database, and ] Step S116, 
The contents key is decoded with the key for preservation memorized by ROM 103, 
and it enciphers with the key for communication. And this contents key enciphered 
with the key for communication is transmitted to the player 20. In the player 20 side, 
the encryption key transmitted from the personal computer 10 is decoded by 
processing of the authenticating processing block 204 which CPU201 controls using 
the key for communication shared between mutual recognition processing, and it 
enciphers using its own key for preservation. And it relates with the already saved 
data and saves to flash memory 206 or external ROM210. Thus, header information, 
including contents data, utilization condition data, etc., is transmitted from the 
personal computer 10 to the player 20 one by one, and data transfer as check-out is 
performed by receiving and memorizing this in the player 20 side. 
[0093]And in the following step S117, one copy frequency counter of the contents 
database corresponding to the contents data transmitted to the personal computer 
10 side is **************ed. By processing of the above-mentioned step S117, the 
contents of the contents database differ from the former. Then, in the following step 
S118, the operation about the hash value of the whole contents database is 
performed, and this newly obtained hash value is held to ROM103. That is, the update 
process of a hash value is performed. 

[0094]5-2. Explain the processing operation for check-in processing, then check-in 
with reference to the flow chart of drawing 12 . In this figure, one flow shows the 
processing by the side of the personal computer 10, and the processing by the side of 
the player 20. According to the program of contents managing application, CPU102 
performs processing by the side of the personal computer 10, and CPU201 performs 
processing by the side of the player 20. 

[0095]In the processing shown in this figure, read-out of the management information 
about the contents data memorized by the flash memory 206 of the player 20 from the 
personal computer 10 to the player 20 is first required in Step S201. With management 
information here, the information, including the contents, FAT, etc., stored in the 
header of contents data, for example is comprised, and it is considered as the 
information used for the record reproduction management about the contents data 



memorized by the flash memory 206. And according to this demand where this 
management information is saved, for example in external ROM210 or the flash 
memory 206, CPU201 of the player 20 performs control management for reading the 
memorized management information and transmitting to the personal computer 10. In 
the personal computer 10 side, the GUI image for choosing the contents data as a 
musical piece memorized by the player 20 side based on the management information 
which received is displayed on the display 113. The user can choose the contents 
data which should be made to check in by operating it to this GUI image. 
[0096]And supposing a decision of the contents data which should be made to check 
in in the above-mentioned step S201 is made, mutual recognition processing by the 
side of the personal computer 10 and the player 20 will be performed by processing as 
continuing Step S202. This processing is made to be the same as that of processing of 
Step S107 previously shown in drawing 10 . 

[0097]From the inside of the continuing contents data which is memorized by the 
flash memory 206 in Step S203, read-out about contents data by which selected 
designation was carried out for check-in is performed, and it transmits to the personal 
computer 1 0. In the personal computer 1 0 side, by processing of continuing Step S204, 
a file name is given to the contents data transmitted from the player 20, and it saves 
as a file at the hard disk 107. 

[0098]Next, in the player 20 side, read-out about the encryption key which has 
enciphered the contents data at which he should check in this time by processing of 
Step S205 is performed. For example according to processing of Step S1 16 previously 
shown in drawing 10 , the player 20 side saves this encryption key at the flash memory 
206. And in the player 20 side, after decoding the encryption key which read using the 
key for preservation which he has and enciphering with the key for communication 
further, a transmission output is carried out to the personal computer 10. 
[0099]In the personal computer 10, processing of Step S206 receives the encryption 
key transmitted by the above-mentioned step S205 from the player 20, this received 
encryption key is decoded with the key for communication, and it enciphers with the 
key for preservation which he has further. And in the following step S207 the personal 
computer 10, The file name etc. of the contents data saved at previous Step S204. 
For example, the encryption key etc. which were enciphered at file information, such 
as a title and an artist name, and the above-mentioned step S206 which are said for 
you to have inputted by GUI operation are registered into the contents database held 
now. And in continuing Step S208, updating about the hash value of the whole 
contents database is performed. That is, the hash value corresponding to the 



contents database with which the contents were rewritten by processing of the 
above-mentioned step S207 is computed, for example, ROM 103 is made to memorize. 
[0100]In the following step S209, it reports that the encryption key was saved to the 
player 20, and the personal computer 10 side requires deletion of the contents data 
made to check in this time. And in the player 20, according to the communication from 
the personal computer 10 as the above-mentioned step S209 by processing as Step 
S210. The contents data at which he checked in this time is deleted from the inside of 
the contents data memorized by the flash memory 206. It means that movement of 
contents data in the personal computer 10 from the player 20 was performed by this. 
That is, the operation as check-in will be obtained. 

[0101]6. Explain mutual recognition processing and source control processing, then 
the mutual recognition processing previously shown as Step S107 of drawing 10 , and 
Step S202 of drawing 12 with reference to the flow chart of drawing 13 and drawing 1 4 . 
As this embodiment, when attestation is not obtained as a mutual recognition 
processing result, supply control of a USB power supply is performed, but the 
processing for this power supply control is also included here. Processing of both of 
the personal computer 10 and player side is shown here, the personal computer 10 
performs processing of Steps S301-S311, and the player 20 performs processing of 
Steps S321-S332 (or S333). According to the authentication program 338, CPU102 
performs processing by the side of the personal computer 10 as processing shown in 
this figure, and processing by the side of the player 20 is performed because CPU201 
controls the authenticating processing block 204. USB power supply control in the 
personal computer 10 according to an authenticating processing result is performed 
according to the power control program 340. 

[0102]In mutual recognition processing, first by processing as Step S301 of drawing 
13 . Random number Na is generated to the personal computer 10 side, and processing 
for transmitting ID of the personal computer 10, category number [ of a key ] G, and 
above-mentioned random number Na to the player 20 is performed in the following 
step S302. 

[0103]On the other hand, the player 20 generates the random number Nb in Step 
S321, and receives ID of the personal computer 10 transmitted from the personal 
computer 10, category number [ of a key ] G, and random number Na in the following 
step S322. And in the following step S323, the key number j of the master key KMa is 
acquired from category number [ of a key ] G. 

[0104]By processing of Step S324 which continues in the player 20 side. The key Kab 
is computed by asking for the j-th master key KMa [jl and applying the hash function 



based on the master key KMa G] to ID of the personal computer 10 in the following 
step S325. In continuing Step S326, the random number R1 is computed with the 
application of the hash function based on the key Kab to ID of random number Na, the 
random number Nb, and the personal computer 10. The random number Sb is 
generated depending on the following step S327. 

[0105]And in the following step S328, control management for transmitting random 
number Na, the random number Nb, the key number j, and the random number Sb 
which were obtained by old processing to the personal computer 10 is performed. 
After processing of Step S328 follows the player 20 to processing of Step S329 of 
drawing 14 . 

[0106]In the personal computer 10, the processing as Step S303 receives random 
number Na, the random number Nb, the key number j, and the random number Sb 
which have been transmitted by processing of the above-mentioned step S328 from 
the player 20. Then, the personal computer 10 shifts to Step S304 of drawing 14 . 
[0107]In the following step S304, processing for obtaining the key Kab contained in 
the individual key Kla based on the key number j received and acquired is performed in 
the personal computer 10. In the following step S305, the random number R2 is 
computed by applying the hash function based on the key Kab to ID of random number 
Na [ which is held now ], random number Nb, and personal computer 10 self. 
[0108]And in the following step S306, it is distinguished in the personal computer 10 
whether the received random number R1 and the random number R2 generated at the 
above-mentioned step S305 are equal. Here, when an affirmation result is obtained, it 
will be supposed that it is the player which is the other party of mutual recognition the 
regular player 20. In this case, it progresses to the processing after Step S307. On the 
other hand, when a negative result is obtained, the player which is the other party of 
mutual recognition will be attested as the regular player 20. In this case, it progresses 
to Step S31 1. Processing of Step S31 1 is mentioned later. 

[0109]The personal computer 10 generates the random number Sa, and computes the 
random number R3 with the application of the hash function based on the key Kab to 
the random number Nb and random number Na in Step S307 in continuing Step S308. 
In the following step S309, the transmission output of the above-mentioned random 
number R3 and the random number Sa is carried out to the player 20. And in Step 
S310, it asks for the key Ks with the application of the hash function based on the key 
Kab from the random number Sa and the random number Sb temporarily. 
[01 10]In [ on the other hand by the player 20 side, processing of Step S329 receives 
the random number R3 and the random number Sa which were transmitted by 



processing of Step S309 from the personal computer 10 side, and ] the following step 
S330, With the application of the hash function based on the key Kab, the random 
number R4 is computed to the random number Nb and random number Na. 
[01 1 1]And in continuing Step S331, the judgment about whether the received random 
number R3 and the random number R4 generated at the above-mentioned step S330 
are equal is performed. Here, when judged with the random number R3 and the random 
number R4 not being equal, attestation that the personal computer 10 of the other 
party is the apparatus which installed regular contents managing application, for 
example will be performed. And check-in with the inaccurate personal computer 10 
connected by ending subsequent processings here, for example now, for example and 
check-out are made not to be performed, on the other hand, when it judges with the 
random number R3 and the random number R4 being equal by Step S331, the personal 
computer 10 is the apparatus which installed regular contents managing application 
it means that it was attested and is made to progress to processing of Step S332. 
When it does not attest in Step S331, it is also possible to proofread so that it may 
progress to processing of Step S333, but this is mentioned later. 
[0112]It enables it to ask for the key Ks with the application of the hash function 
based on the key Kab from the random number Sa and the random number Sb in Step 
S332 temporarily. Thus, when mutual recognition processing is performed and both 
sides are attested, as mentioned above, the key Ks can be obtained by the personal 
computer 10 and the player 20 temporarily which is a common key for communication. 
[01 13]It progresses to Step S31 1 performed as processing by the side of the personal 
computer 10 when the player 20 is not attested, and processing for the supply control 
of the USB power supply by the side of the personal computer 10 is performed. 
[01 14]As supply control of the USB power supply by Step S31 1 as this embodiment, it 
is possible several kinds. Then, some of actual examples of the power supply control 
considered in the system of this embodiment below will be given. 
[01 1 5]CPU1 02 sets the switch 1 1 0a (refer to drawing 6 ) in the USB driver 1 1 0 to OFF 
as processing of Step S31 1 one, for example. That is, the operation which supplies a 
USB power supply to the player side via Vbus is stopped. And subsequent processings 
are made not to perform, for example. That is, if it is original, the transmission and 
reception of contents data performed after mutual recognition processing shall not be 
carried out. 

[0116]When processing as such a step S311 is performed, in addition to data 
communications no longer ceasing to be performed by software, supply of a USB 
power supply will also be suspended with the player of the other party made not 



regular, for example. Thereby, an inaccurate player can be eliminated more firmly than 
the case where data communications are forbidden, and copyright protection is also 
only strengthened so much by software-based control, for example. 
[0117]After making one suspend like the above the operation which supplies a USB 
power supply to the player side via Vbus in Step S311, it is made to be returned to 
Step S407 from Step S311 in drawing 14 , as a dashed line shows. Subsequent 
processings are making it continue, and even if the player of a jam of the other party is 
inaccurate, if data communication processing is possible, it will perform this. 
[01 18]In this case, if this player made not regular is the composition in which 
battery-operated is possible, data communications will be made possible, for example. 
That is, it becomes possible to make only a certain period of inside with the residue of 
a battery check out contents data etc. That is, in this case, the above is making the 
protection to an inaccurate player loose conversely, and convenience to a user is 
planned suitably. 

[0119]The following USB power control is also considered. Although the graphic 
display of the concrete composition of a power supply circuit system for this is 
omitted, it is made to drop the power supply voltage of the USB power supply supplied 
via Vbus of a USB interface, for example as processing of Step S31 1 even to a 
predetermined level rather than regulation. For example, in the player side, it is 
common that a direction when writing in needs much electric power in the time of 
writing the contents data in which he was checked out in media, such as a flash 
memory, and the time of reading contents data from media and reproducing. Therefore, 
if it controls to reduce the voltage level supplied as a USB power supply as mentioned 
above, in the player side, only reproduction of contents data can be performed and the 
writing to media will be made able [ carrying out ] to prevent. That is, it becomes 
possible to obtain the limiting action in the gestalt of forbidding only the recording 
operation by the side of a player. Thus, according to this embodiment, it is supposed 
that it is possible to realize copyright protection by various gestalten by the method 
of USB power supply control. 

[0120]It is possible for it to be made to perform USB power control to the player 20 
side, for example. A jam so that it may be shown as Step S333 as processing by the 
side of the player 20 in drawing 14 , When it does not attest noting that it is regular in 
the personal computer 10 in Step S331, it controls not to supply the USB power 
supply supplied, for example to the player 20 side to an internal circuit. For the 
purpose, what is necessary is just to stop operation of the regulator 216a by control 
of CPU201, for example. Or the above-mentioned example is imitated, and although 



reproduction is possible, it may be made to reduce the voltage level of power supply 
PW-U outputted from the regulator 21, by the time record is made improper. When 
stopping supply to the internal circuit of a USB power supply, in consideration of the 
situation how much to actually plan copyright protection to, for example, it should just 
be determined whether it has composition which supplies power supply PW-B which 
makes the battery 216 a power source to an internal circuit. Anyway, if it is performed 
above, he will check in using the personal computer which is not regular, it will become 
possible to give restriction to the user who is trying to check out, and copyright 
protection will be planned. 

[0121]It is not limited to the composition shown as the above-mentioned embodiment 
as this invention, and you may be changed suitably. For example, as an embodiment, 
although data transmission and reception as check-in/check-out shall be performed 
by the personal computer and the portable audio player, as two or more set machine 
which performs data transmission and reception, it is not limited to these. For example, 
it replaces with a personal computer and may be considered as the apparatus 
corresponding to EMD for exclusive use which became a portable audio player and a 
set, etc. It is not limited to a built-in flash memory as media to which the apparatus 
which becomes the portable audio player side corresponds, and various disk media 
besides the memory device which can be inserted and detached, for example on a 
main part etc. may be adopted. It may not be limited, for example to a portable type, 
for example, you may be considered as a non-portable audio player. It is not limited to 
USB as an interface which performs data transmission and reception among these 
apparatus, and with data, if it is an interface in which current supply is possible, this 
invention is applicable. It may be considered as the actual condition of the check-out 
processing shown with each figure, check-in processing, and mutual recognition 
processing, or you may be changed suitably. 
[0122] 

[Effect of the Invention]As explained above, this invention, for example a personal 
computer and a portable audio player, As it copies or moves, transmit and receive the 
data from which it connects with the data interface in which current supply, such as 
USB, is possible, and copyrights, such as audio information, should be protected, and. 
In the information transmission and reception system to which the power supply was 
supplied from the personal computer to the portable audio player, mutual recognition 
is made to be performed between these two apparatus. And according to this 
authentication result, the power supply supplied via a data interface is made to be 
controlled. That is, it is controlling current supply as this invention according to an 



authentication result, and the transmission and reception operations of data, etc. are 
restricted. Thereby, as compared with the case where 
data-transmission-and-reception control and function restriction control are carried 
out only to software-based processing, for example according to an authentication 
result, the limiting action of data transmission and reception with the pliability of a 
certain grade can be obtained. That is, it is supposed that it is possible to realize 
easily copyright protection which is various in level with the hardware technique of 
power supply control. Since data transmission and reception will be restricted in 
hardware as this invention, it becomes possible to, also make a software-based 
processing burden ease for example. 



2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is an explanatory view showing the example of composition of the data 
transmission and reception system as an embodiment of the invention. 
[Drawing 2] It is an explanatory view showing the usage pattern of the data 
transmission and reception system of this embodiment. 

[Drawing 3] It is an explanatory view explaining the rule of the check-in/check-out in 
the data transmission and reception system of this embodiment. 



[Drawing 4] They are a personal computer which is a data transmission and reception 
system of this embodiment, and a block diagram showing the circuitry of a player. 
[Drawing 5] It is a block diagram showing the function of the contents managing 
application installed in a personal computer. 

[Drawing 6] It is a block diagram showing the composition of a power supply circuit 
system of a personal computer. 

[Drawing 7] It is a block diagram showing the composition of a power supply circuit 
system of a player. 

[Drawing 8] It is an explanatory view showing the structure of contents data. 
[Drawing 9] It is an explanatory view showing the structure of a contents database. 
[Drawing 10] It is a flow chart which shows the processing operation for check-out. 
[Drawing 1 1] It is a flow chart which shows the processing operation for check-out. 
[Drawing 12] It is a flow chart which shows the processing operation for check-in. 
[Drawing 13] It is a flow chart which shows mutual recognition processing. 
[Drawing 14] It is a flow chart which shows mutual recognition processing. 
[Description of Notations] 

1 An EMD server and 2 A network and 10 Personal computer, 20 portable-audio 
player, 32 USB connectors, 102 CPU, 107 A hard disk, a 110USB driver, 111 USB 
connectors, 114 A power supply section, 201 CPU, and 204 [ A battery and 314 / A 
contents database, 338 authentication programs, and 340 / Power control program ] 
An authenticating processing block and 206 A flash memory, 207 DSP, and 216 A 
power supply circuit and 217 



(19)B#H#fFjT (JP) 



#M§2001 -243707 
(P2001-243707A) 
(43) &Bi B ¥i&13*P 9H 7 0 (2001. 9. 7) 



(51) IntCL 7 
G 1 1 B 20/10 
G 0 6 F 1/26 
12/14 



3 2 0 



F I 

G 1 1 B 20/10 
G 0 6 F 12/14 
1/00 



T-?3-r(##) 
H 5B0 1 1 
32 OA 5B017 
330F 5D044 



*3H*2fc m?m<D#l3 OL (£23H) 





#H2000 -54129( P2000 - 54129) 


(7DHJIBA 000002185 








(22)ailBH 


^12^2^29 BC2000. 2. 29) 


jkksbi&ji i K^tSr/n e t a 7 #35^ 






(72)5!W# «H£ ics: 






JtOS»»;ilK«ft/ll6TB 7#35# y~ 












(74)ft3A 100086841 












F^-A(##) 5B011 DA01 DA06 DB21 EA02 EA10 






EB03 HH02 MA06 MB13 MB18 






5B017 AA03 M06 CA15 CA16 






5D044 AB05 BC01 BC03 CC04 HL11 






HL20 



(54) mmm^m^^^ mf-n^fm 



(57) turn 

D»i*#©] ' <- v t n/ 3 y tf a - ^ t mrnm*- r 




(2) 

1 

t, 

Si;, 

±8B»l©« ; f«»i:«R«n«<:i:'P, ±fetffi 10 
?^t©IBT»o±e3^f : >ylWII*^€r1IHW)2H8 

£fI;t5S&2©«?*lggi:, 
%WLTfi!c3i:±±fc, 

±e» i t ±s» 2 <D&M5-mc z^xmn 

W»ft»&±Ea 2 0*?tt88®rt«@R^WBft££ 20 
[ffi&s 2 ] 3>f> 7 iffirat Btt«JfiE s n 

SIBILS 

<Dmmm&*m'mzmwMm^®t. 30 

fcflf A 5 c ii «fHR fcf 5 S?«K§„ 

§ fastis fc, 

ttffi*. % d t i: -r s *?«88o 
[0001] 

[0 0 0 2] 



#^2001-243707 
2 

flJfflJMsilLT, WAffCD (Compact Disc)feL<« 

mm mmwt^ n%. l & * - rv * r - * * / f t 
^ x 7 & if ©tat^f* k 7 7 -r ;i/ 1 l xim l it 0 , & 

3W4, -f>^7 KWM hft&fre>*~ r-f^r 
[0003] £ft, co^cLr, /^-vrviovt! 

a-£»/N-FfV77tC{S#Lft*-XY*X-£<D 

7 7 -f f £ £ t <DX £ 5 *~r * 7° U— Y t 

LT, tflJ* fcTrtBPK 77'r>a/€U ft if 

flA^c £T\ ^*ift/J^fb^0?.n/c«|^*— r-c 
[0004] iElftMl*-f^*^ fr*fijffl 

rV x ^ tc $ nr i/ ^5 ^-tV ^ 7 7 ji%$£j& l 
t^/ot-RBii-r §o * LTUwaa*— fv *y i^-^n 

^LTC n*Wl H^vy F7* >ft H^SIt bTK < «t 

[0 0 0 5] 

L ft cfc 9 ft / <- V 3 > a - 9 t m^mt- 7*4 * 

7 V-^ t 6 Jig § ~> 7 r A T? {± , I BS5if*rEg T*f*- * 
£Daif- (US) ^KiftHco-r-^e^fTt>ti5<: 

tKHz 0 for, ^ft«t«»©S^*^*ft^£ 

S^* 5 o -f ft ta *>«iJPSfc r- * <EHS*fF "I L T L t 

z<D-ftx\ Hftw- >f-««±E<o«J: 5 K&mmz 

mUbZ&dlctZrctb, ■Z&CT-Zfc'MZMlkLX 
L£o£timV]XHi%:\,\ foT, ^«ffi«^BlO 
ft^Bt, a— tf-oS.WfOTIBHrt^ffi&SftT^S 

si^tt^w Lftx-^iE^wa^ff ^ns <t a k £ft§ 

Ci:^*46P.nTV^o 
[0 0 0 6] 

[sia*»ft-r § * c Tf*56Wi4±fB t ft 

znzm i ©sBM^isi:, aansnfc^**?«»i:© 
ttmimm i <Dtm¥mt*mx.%m 1 

?«tsi: ©H^O n >7^7li «*^tr1» $8<0jMg{aR 

B£tt*&Rr^*s 2 (ow^wl t m*. 2 



3 

m^®£, mnmimmmzmsmcfc^Tm 1 
assies 2 <Dttffl$<oft®M&\<o9.M®&*ftm 

[0007] tk, mm<D^y^yymmmm^mt 

m%mm.¥®t. c<Dim3-mc&?xmmztiz>^ 
m?®mtic^xwnmm®M*mfitms.mw& 

[0008] s/c, mkv^yTyvmwzu'mm.t 

mm t , mm nrcmmTmm^mznzmm 
z\t>LTft®mici&mm&mm&£. comm. 

mishit r & fflSffiSEsaa^a t , fflsisteaa© 

[0 0 0 9] ±E*#WK±n{f, 2 0<E>*?«8£K 
[0 0 10] 

i. ««a«ffl'>xf-A 

1-1. 

1-3. rtg&«fiSt 
5. 

5-i. I-*-? $7*7 vim 
5-2. f-xv^y&a 

6 . mnummswmim'm. 
[ooii] i. fflm&mwT-i* 
i-i. ±\m®. 



(3) ftB8 2001-243707 

4 

/S-V7Vl/n;/t!a-* 1 0£. tf-^TVl/tf-fV # 
7V~V (Wb. mc7°ls— Y£t>^0) 2 0*^e»J5Jt 

So 

[0012] £cd*§£\ /^-yt^nyea-^ l o 

- >> fV W X { C # L T 7 7 -f ;V i: L X {% ft t %> fc & <D Wt 

10 {C&fcoTli, ^t<»0 2oioSSWf.n5o 
[0013] lOfcti, CtlT*ti0^LTV^V^ /< 

-y-fiiay^^-z i ofcffi^.&nse^xm^t'y 

£ - 7 x -Y X £/r L TfX 0 ^ * x- X ^ 

CD-ROM V^'fzrfrZlC&'Q CD7*--?y KDr 

[0 0 14] ffc, lOii, ^-y h7-^^/TLTSB<i 

2ti%$k$i£LX<D3y7-yv7 £ -Z%#Vyu-FL 
20 ma-o^-^yhaiio^yb^-^*^^ 

EMD (Electrical Music Distribution)-^— 1 tM 
{saimtZftX^Zo EMD-9— AHOS^Xit, Efl 

l o«a— >f(i, /<— VTVl/nytfi— ^ l otc^f-f 5 

xyy-r-^^/^-VT-^ayifa-^ 1 OlCftLTil 

[oo i 5] 4*3, *mM(0BM<Drt-Vi-}l3y¥3. 
-*t\ otLXli.. imoy&ofclsXxyf-yvT-Z 

*wmLX7 7^)i%imt5> wm<D& t\ m&t % «t 

40 »o«mifi!Mmi««i'«. mmummmtLx 
it. m?ummmm^ yy-y^T-rm^mnm 

{±, flajAtf^U— ^2 oaSifi^-ajWBMWSav?- 

y y r- ^ *ga-r 5 rc46<D7 t*u y-^ 3 >v 7 h >7 
x7 axT> rayfyyflTyjy-ya >j 
o) %A—v+)]/ay\Z3.—$ i otc^yx Y—)V?%> 
c£XWt>ft%o Sfc, ±I23yry7ia77U7-- 
> 3 V, RO'*HfiSOm^7°U-^ 2 0 tfftfSf 5 a 
yfyyf-^tt ATRAC (Adaptive Transform Ac 
50 oustic Coding) TfiSfc&aL/i AT R A C 3 fc^*>n« 



(4) 

5 

ft*, mm<Dmmt Lx&<i<DEmtticm£zti%>£ 

2«|&i:£>T-*i'>'*-7xl'X<Z> 1 ofcl/C, US 
B (Universal Serial BusWigtfP.tu #£1^3" 37° 

[0016] •?\s- j ?2o\mmm<DV'(x&m:ML 

LTOnyry^r-^^fBiiS^f^^rVZt LT 10 
[0 0 17] TV— \*2 0cD*j*2 1 cO±M¥ffigB^ 

^MUAA/rM^F^m 2l£HKmm?%Z.£X\ 

yr77x-£<Dfl£/-B#f?il:, SftHU ^jMD/^ 20 

{*2 lafflflffiiHCli* #'Ja-A*-2 4, ff/ffl 
;H**— 2 6tf»W-&ftT^So # 
Ua-A*-2 4 1*^7 F7*y4 0 J; <9ffi< £ t<D 

$l»-2 5«, pmMtt*ftoZ.tX\ fitiOU^ 

C9*y/*7K/t£tT9 0 *-H/H*-2 6tt» tu- 

* 2 o t e. tsfwc *t-t £ t re ^ 

z<D£&<Dmx, mmfcgpftMtix&mzfrvrj:^*. 

[0 0 18] *{*2 lfJffl©IEffii:?n5ffit*5 

l^Tfi, £*8fl3 0, :7W*-K*-2 7, rVx7 
W+-2 8A^t&n«o ^$3 0 Eli, TV— V 

S*2tl§o $/c, fV*TW*-2 8 ^Sff-T?.^ 40 

U^H^X'* 5 h 7 A 7 1 T 4 ifW t > ^-S 
gtnyf y 7 r- ^<Dti7M/-b fcS^-f 3 ttttK 

£, ->+>y7/i/g£fc£©i#&g£*-K£K5£*sfc 



#M 2001-243707 
6 

F fe , MA tf SwflS 3 0 KfettS-fe^ > h 
<fc § ffij£<DtimMlC «fc o "C $ n§ o 
[0 0 19] £fc, *'Ja-^-24Wt?>nt 
^5*{*2 1 CDfflJffigpoTilltti, USB 3*7* 3 2 
*W5tl5o COUSB3^^^32li 1 USB7-- 

7/1/ 5 o v-Jvioytfx— £ 1 0 tiMnJtt 

USB^-7*;l/5 0£0^<0USB7°7^5 2«:7° 
U— \r2 0©USB3*'7*3 2i:g$cU fttCUS 

B77T5 1 */<— y-Tvi/ayifa-* 1 ofiij}c^te> 

-Vt;Vn^e a-7 1 OfcTV— Y2 0 ^OKT'-r- 

elt^BIf^ftSo ft*\ USB3**^32KUSB 
^7^5 2^S^bftv>tt(c«, n***M8B3 3ic 
J:t3U S B3*^*3 2%ffloT{SilT*#*J;aKfto 

[0 0 2 0] 1 -2 .i/XrAcDfiJfflff^ftl 

T*< 0 H2 (a) \C7Tst£ofcLX, >\-Vf)^y 
\Za.-% 1 0T1iEMD-9--/ < ! 1 f)^^L^yryVf 

lc*HStu MAIfrtSOA- F7V X7tcft#?n 
t®# l x\m t % C tfT? t § o 

[0 0 2 1] ^LT> ±EO«fc5ELT/<-yf7l'3>' 

02 (b) t^-rJ;5tLT, U S B^y^-7x^X 
^:/rbTg^Lfc7°b-^2 0 EWLT7-y 7°n- Ft 
5cli:^pr^i:$nTV>5 0 7°l^— V20THi, C(D7 
77P-F2M3yf^f-??:rtl0777->a 

— V 2 0 ic «fc 5 7 5 '7 ~> a ^ U ElEtlS txfc a y f y 

[0 0 2 2] Sfc, *ii©^I©i'XfAt^ S DM 
I (Secure Digital Music Initiative) h^oMftfflR 

;l/ayea-^ l Otc-ryT, F-;V?n5nyf^f 
ll77U^-^3>, Rtf7*l^— V2 Oli, cOSDM 

[00 2 3] I3li, C£0S DM UcJp»Lfe^*Wft 



fcfcD, fct, fi-yi'-l'yiaoTtt 7"V—^2 

o fiij T-iaiA s nr^fc 3 yf yy r- * tiHU^ns . 

[0 0 2 4] ll^ fi7^7^Ki, 30fT'TS 
£ 1 0fr5>&, *MM<Dftm<D -fV—*?2 0£-gt?ffi<D 
•y ? 7 -7 h $ ftfc 3 >r > 7 f- £ *f- x y * -i*yf n 

st>>x^^7>>h-r§ct^-et5i;9^$n 

5. fcfe, BS^fc:i6{cai^Tt3< fc, gl2&t>'g|3tc 

H|^fb» TV— V2 oWyJ'n-H, * 
L T , ±3B L ft 9 x -y * ^ > /f- x -y 7 7 •> h ©HfS! 

te, /<-yt;i/ny^a-? i otc^yxh-;i/$n/c 

[0 0 2 5] tC6T% EMD-9— m fcfctfSf*— * 

EfSfc 0JAtfE#tf-tfxic#ill4%#;L3i: 
^fiBHiB^s^Rrftigftoiwifi^iattfe tows 

[0026] LTfi, Z.<D£r>im%M\ 

mH^^ayf-yyr-^^-o^r^ A-Vt;l/ny 

0±T?3yf>yBa77°U^-~>3> / ^ 
•V2 CvD^x-y ^777 hatf^^^fecDiiLT'ga-r 
[0 0 2 7] fcf£U i>%Z&<DZ.£, 

nyfyyf-^c T£7u— f2 ofcf-x-y^77 h 
U TV— \T2 oicXQUZ.ftMttZtDxyf-yyj*- 

T\ yi$<Z)z:fc i: LT, ff^Jffift^nyf-yyx- 

[0028] i'c^t, ei i icmbr-y^Th^m^t^ 
1%-y^^uyMa.-^ i oatfyv— f 2 oortSMS 



(5) ffi2 0 0 1 - 2 4 3 7 0 7 

8 

0l:fi^Tti> *>y V T J-*7 2tfflnitZ>rc 
tb<D*v F7-^Si4'y^-7x'l'X 1 0 1 tf|»t6 
n, C PU 1 0 2<D»P(ci;oT*-y r-y-^^y 

^ITEMDt- fciIfiRj&g£#8&£tt, EMD 

■9— Etift?ntv^nyfy7f-^?;^7y 

[0 0 2 9] LLt(iCD-ROMF7^7l 0 

6tfiS;tt?>ftT*5tK lOCD-R0MK74'71 06 
10 X*l±, 8«SnftCD7*-V7 ^tVX^chB&$ 

3 0 fcfe, eiJAtfUISKttC D7*-V-y h«7VX^ 
^ijDPfC DVD(Digital Versatile Disc)*HOxV 

^ ^yfyyf-^tuii, jkdcd-r 

0MFy^7l 0 6£g*Snfc7VX?£fS£LTf# 
[0 0 3 0] & §?A^^y?-7x^x 1 0 8 

its n&m^t(DT^^/v^-9'^ tm\ &l<«7 

20 ■fn>?*-T<f*m^<DAtiit><Drcib<D'fy$-7x'< 

xnfficDBmv^-vt^yV*-* i 

0T'«, C©^Atil7 L ]^y^-7x'l'X 1 0 8^L 
TA7 L 3^n^7'y'^^^-7V^fH°-Stf7^-u^- 
r-f*i^3yfy7f-? ic« «"T 5 i: njfg t 

[0 0 3 l] m— Kr-rx* l 0 7{c(i, CPU 102 
^tf-r^fci6©^a77 0 U^-y 3 VV7 h7x7 

Jf^-pfentf, nyfyyfiyy'Jt-yayt, c 
30 coayf-yy@il77°U'7'-> / 3 y/)l^yfyyf 
- ^ co 7 7 -Y ;i/ if c c 3 ft § o 

[0032] RTC105(t SftB#giJ%gtH# LT ^© 

[0033] -fy^-7x-rxi oa, wmmmciz 

V7X, ^-^-K^^^nSS^AT 1 ]^! 1 2A>5A 

tf$nz>mttmn*c ? u 1 o 2 tesiL, *fc, n«t 

40 -7 xmm^Ln^o $/c. ngp^a^iggtco 
7-^-ry^-7x-Yx^feWLT^st>oi:$n 

5o fit, LTti, '>a<tfe, US 

b ^ y * - 7 x x t j: o t ngPMaa^ t oafi^ oj 
tg*iat^nr*30> fet, ^y^-7x^xio 

tCt5V^T«, U S Bl'y^-7x-rXfCj;5r-^afa 

^n^-rsfcfetus b Fv^i 1 outsit p.n5c 

USB K^-T/^ 1 108, W*tfHllfK:tt><— V-fJl/a 
>lfa-^ 1 0*«C«atT^te)n5US 

^111 ts^sn^o *mm<DBm<vWiGi:-&tiii, 

50 U S B^y^-7x^XCJ;ot7U-t2 0 tM? 
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f^hxc^x, zfls— Y2 0£*tLT£[ft£LT<D3 
yy-y^T-^mimt^ctt^x^^o CP 
u i o 2oi»E,toT, nyfy^f-^^u SBK 
7^ 1 1 0 USB K^-M 1 i o -ea, 

USBn^^l 1 l Kix LT f yv "r-Zft'&it 

[0 0 3 4] lCT\ /<— y^vi/aybTa-* 1 OfflcD 
U S B3^W 1 1 1 7°U— T2 OfflJcDU S B3* 
7^3 2 fcifegja-TSU S B7--7VI/5 OfcLT&ifrS 10 
n*J;5tc, U S B^y^-7x-YXilbT«, 

-r>D+, d-, WMv-ryvb u s, GND^-ry© 

'ttoT-zmv-tyxh*), ifi^wbustt, /< 
^xfflyo^vfcsns. Httoidt, us 

BlfiB££nTVS. 20 
[0035] CPU (Central Processing Unit) 1 0 2 

lit. /^-yt;i/3^ea-^ i orttc*3^T, tflutfo 

S (Operation System) £ LT<7>7°P 7*7 2^ *Ell2*i 
ft § S 7 7° U 7" - i/ 3 > V 7 h 7 x 7 © 7° D 7" 7 A K ft 
oTPjTSCDifjiJffllffia^lT-r^o R0M1 1 3tt, 0IJ*. 
fcfE E PROM^^'yya^U&^WfffStt^ 

aimtttlZo RAM10 4IC^ 0J;U;j*jBil2 tlft7 
7°'J^->'ayy7h^x707 B D^'5'Ar-^^, C 30 
PU 1 2©&g£«koTff5ft5#af r -*aM8#Stt 

[0 0 3 6] «MgPi 1 4«, flJfcfcf^GSKttiftfflSiJK 

y^^-9 i o^e>^/aaii^i-WbTWft^fT 

ofciblc, ±.BWmi 1 4fr5tt* USBffl«?gPW 
u%, U S B F7^A1 1 OtcWLT^RUTWiaT^ 40 

[0 0 3 7] m^X, iESsaa^^-Vti^yif 
a-^ i otcfct>T^i]?ni>=i>"ry , yea77°u^ 
—y a yttx commit. ®5icm3.mc7K*o 3>f 

y'yfl/y'J^-v'a >3 o ot±, 3yf 

1 2, §^7°P7*7A3 1 3, »Affl77°U^r-^3> 
7°P7'7A3 1 5fr5j#*>* £ft> nyf^f-^^ 
-X3 1 4*mSLTffljgf 5„ nyr>7f- 
7^-7. 3 1 4 tt % PJAtf/N- H-rV X7 1 0 7 50 
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[0 0 3 8] 3yf>'ysi7"n^7L3 1 i a, m*. 
ii, tit a-> -^y 7;i/S nf;^ y x f 7 7 ■> 3 y, $ 
rcmgmtznrcj yxh^t^a y% e t Lxtmz 
ti%££x\ z<Dmmft®*ft$iifrt>wffiiLx. %<Dm 

[0 0 3 9] z.nuy'T-y^mMrfxifvL^ 1 ltfe 

t^T, EMDIR7'U^7A1 3 Hi, $R«'3~ tfcD 
m^Sf^t .fc-sTfffcnSE M DIIHI;: * 

7*n^7A-efc5o x-LT> <!OEMDaS37*D^5A 
1 3 1 ^RtfRAM 1 0 4(CtSfflUTfSJff ^i^lc 
?n§„ ^LT, EMD31^7°n^iv3 3 Hi, 

nmmc %>k.~£t\%> emd -9--/ * 1 © 5 
fcEMD+r-/u h^wm:, rnxmry^^-yay 

7°P?7A3 1 5, trct,mXf8F7^^3 4 2(c^it 

[0 0 4 0] fx77^>/fx7777htl^n7* 
7A3 3 2&, 3>ry7f-^©fi'y7-f>/fi 
-y777 hOftftfcfBI - *"* 1 *.©"^ Jg/t^n/inyf- 

y < y-f-^(co^Tf-x'y7 77 htfffRTsn-a^uf 

fx7777 r-fcfiV, *ft, f-x'yT^ytfgjRSft 

ft 3 yf y y coi^nf^-^* 6 nr tot?fen 
«, ^x«y^-ry*^ft>n5«td{i:Ma«:^f-r5o c 

(D^xvtJy, f-1777-) h^fFBf^nTV^^S 
frKO^TOWSH:, 0JS.fcf, 03£TiifELft^x>y 
7 << > x «y 7 7 7 h OgiH'J, *J <t tf 3 77 y 7 f - 
^^-7.3 1 4fc43^T, fx77^y/fi777^ 
hcDW^t*oft3yr>yr-^^WlS"f 5r-^F*9 
gi&fx'^t §<li:l?ff*?nSo fx7 7^> 
/fx7 77-y HWa7 p P7*7A3 3 2 tt, 7 c x-y7^ 
yXtif-x-y777 hOfflgtWJSUT, 3yf77f 
-y^-7;3 1 4£D^^MfT'r§o **3, 3yf>7 
f-^^-7 3 1 4<D«jg{COl/^Ttt^-r5o 
[0 0 4 1] Sfc, ^>yh7-7 2*yrLrMAffl77° 
U7-y3>7o7"7A3 1 5^EMDt-/q*^S 

iiftnyfyyf-^ii, wiAtf, Lcnyfyyf 

a77°U^-^3y3 0 OJC^^TIIitTSx-^OHb 

*^S, 0|^73xt^m7°P7^A3 3 3«, ±.B<D£o 
tLTEMD-9— 1 A^glltWIL/inyfyy 
r-^flDBS^k^KoVTs CC03>ry7WH77° 
|J^>3>3 0 O^il^fSHf^fbTTitlC^oTHl^ 

it2titc7 I -ZB£lc%.®?%c col^o^yfyy 

r-^tWr§BB#{k/3S^LT{i> ^J^-^DES (Data 
Encryption Standard) 77^ XtiFEAL (Fast Encriphe 
rment Algotithm) Tjit^: d ttfXZZc 
[0 0 4 2] S^li:. EMD-9--^lfr5SfeLTSM# 

l ft 3 y f > y t- $ 1 1 r a. , 3 y f y v wm t f u 
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y->H>3 0 OtfttJS-TSATR AC 3#3i:«Sfc 
3ffifi#5£ (0>J*^ MP 3 : MPEG Audio Layer-3& 
«fc o T^-tV * OffitB^flfiS nti^S 1 

^7i.3 3 4(aoT, ATRAC 3^0U^)^n£iC 

^-f-^KOVT, ATRAC 3^Sfi:<fct)BEffiSn 
fctf-TVtfr-^©^*^ «fc 9 (C2ft£c £ 

fe, j±is7?^«7 o d^7A3 3 4 m%mmm.i£ 
nT^r^*-Tj*7 ± -$*E.mmmt%x-y^-'? 10 

fcLT<D«BEfcWl7t*5»J, «lMCD-R0MK7>r 

7 1 o etcfcO'T'f z.tfrzwg.znrc*— "tj*?— 

2^ ^AtH^-r>'^-7x-r7N 1 0 8icJ;DA^L 
TSiLftt-f-f ^7^— £ tCOVT ATRAC 3 75it 

[0 0 4 3] Bg^{b7*U^A3 3 5li, MxJi'C D- 

ROMKv-r7*l o etciDrVx^^es^^n/c^- 

-7***7*-**, ^AUJW>^-7i^Xl 0 8 
J: D A73 b L It*— 9 4 *r- * * 3 7f 77 

to 

[0 0 4 4] ClT\ ±3BbT^?.r3y'f>'7 { ga77 
D -> 3 7 3 0 0 tSi^-r SBg#{b7?S, Rtf*- r 

nyf->'7iii77u^-y3y3 o otc^oaiEtcji 

tt, fffi««fttfl«#*£{kffia*ISfT LT*— r-c * 

[0 0 4 5] *Jffl*fr*»:?W5A3 3 6tt, EMD 
1 ^SgfSbTMf Lfcr3 7r77r-7cDS4 
*fls ne-&ft^***fOT£frr--* (Usage Rul 
e) 07*-Y7h^ rny-ry7Wa77°U^->' 
3 73 0 0tJ:i34!ianJH^7^-N'-y McS&ltS. 

[0 0 4 6] /Ny5/affi i Sa7 P D^A3 3 7 fi, ft 

7.3 1 4KOl^T<D/vyi/affi;£Stiib7A Cft^iR 
IfROM 1 0 5K»LT«Mft-r*ffla*^fr«o * 

3fuS^fcfc^T;vy i/a.m*PW.t5Z. tX\ nyf 
> >y r - 7^-7. ©?ijffl^ff x- 7 <D&m%mm t 

% 0 ttt mz-immtfft&tiK^tLx, come* 

§ n 7 f 7 7 r— 7 £ot, ^ T Of- x v 7 -Y 7 $ iif- x 

7777 htDmmtiWnzftrcm^i. /w^aii* 
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[0 0 4 7] t/c, ^(C^-Vt/b3yea-7 1 0 
£7V— V2 Ofr'U S 77-7x7X{Cj;i3S$l£ 

nrdi-^ic is, m ^if^vfv 7 r - * ©&§*fT 0 as 

nrv^ n >f-y7Wa77U fr— 3 7#E£I 
(DfcOTSS^S^fitffit"*^^, TV— V2 0#IE 

l o £7V— V2 o fc©MT?sffi5B«!!.a* 

tKSE5!ia%iifi : -rs7 , p^'7Afc?nSo ifc, ^> 
fy7fl7D^7A3 i i ^IAffl7'7 l J^-'>3y 
7°p7 - 7A3 l 5 fcOffiSKUJaa, nyfyygl/' 
n^7A3 1 1 tmXm F7-f^3 4 2 fcOfflS&tiE© 

jaa^fT-fSo ^e.tctiEMD-9— tmxmr-f 

'j7-->3y7'P7"7A3 1 5X«ilAfflFv-l'^3 4 

2 fcoffis-ffiSEaaafc^fru cot^tcfijffl^nsis 

SE8*0lJ*.lf ROM 1 0 3fc|21iS-B:So *fe> 

L/T, a^»ff^7D^7A3 1 2K«fc»3SESJ!ia^ 

[0 0 4 8] tI^7n7~^A3 3 9tt, cconyxy-y 
^a77°U7--'>3 >3 0 Oitayf^yf-^^S 

ff7o eufct nyf-y7x-^AWcnffiMa^ffi$ 

tf^Affl^y^-7xl'7> 1 0 8%^tTtil73$n 

■So 

[0 0 4 9] *ii$lJP7 p n^A3 4 Ott, 

3 LT, USB 1 0t*»t*«WPJ*P** 

[0 0 5 0] t/WX H7^^3 4 1 {i, ^ijx«'7b- 
-V 2 0 i: LTcD7vWX(CftJS1" 3 H -7^/^77 h "7 1 
U S B K^zS 1 1 0*ftLX<D-?l'~ ¥2 

[0 0 5 1 ] ilAfflK7^^3 4 2ti, «Afcf«*1^ 
<D E MD-9"-/^C^JSL/c K7^V7 h 7x77?S 

•3, 3yfy7fI77U7-y3y3 o o*f*(c^L 
x^t>ti>&7??'f>vyhyx7i:LX<<yz. h— ;i/ 
Sni.o ;:ntcj;0, BIAffl K5^/^3 4 2«, nyf 
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vygm7utf72»3 1 i t<DT-$<Dm%tfujmt% 

%o ZLX, C£D»Affl K5>f/*3 4 2t±, *vF7- 
? 2 %ftLX$.%<&%.<r) EMD +r-/<> l (cp/fS^n yf 
yyx-^a&mfcgJjtfSfc kfefc, ccdemd-9— 

[0 0 5 2] GUI (Graphical User Interface) 7°a 

?^A3i2«, n^fyysiryj^— >3>-30 10 
o t lx<dg u i ^mi-rs/cibcDyn^^A^^n^ 

mifttftAftSBl 1 2kLTCDV7X, 
Ojftf^tJtSUr, rY7^W 1 1 3fcWLTGU IB 

[0 0 5 3] Sf^njf7A3 1 3li, 0!l*fcfGU I 7° 
n^7A3 1 2(Cj;Dii^ffl7^y F7*W^nT^ 

*««otfc"T», w*fcm«e»R«nTv\ cd-ro 

Xtig-/SAtfi7My£-7x7Xl 0 8£/rLT 
X7 1 0 7ta>fy7f-^J:LTffi#t 5fci6<Dffl 

•jm-F'tV x£»c{£frtS«, 
[0 0 5 4] 3yry7f-?^-X3 1 CTA 
tf» 7 77A/£ UTWS^nTM-FrVX? 1 0 7 tc 

gS1fffi7r-r;K0^*^J£R*o ^Lt, coxiyr 30 
>7f-?^-X3 1 4$>®\%.l£7TJA'tLX, m- 
FtVX7 1 0 7tC*fLTffi#Sft-a^&<D^n 

[0 0 5 5] llT\ lienyf^f-^tnyfy 
•yf-^^-X3 1 4 ©f f -^«jgfl»]t'OVT, ^ft^' 

-^OliS^UTt/^a ny-ry^x-* kLTli, 

tt % ATRAC 3^tJ:»3ffi*iMa^fifi^nT43»), 

[0 0 5 6] A7^fxiJ7AllL(i, TfeSB^P), 77^i 
;H D, 'vy^lMX, ayfVft-, 7r^;W 
X 7 7^;l/^ 777Mt^ ff£ 

MHr-*, #£H»6B, S4&7B, f?£Rn8@R, 

[0 0 5 7] 77#IDI1, 7 7 7;Uc:*^;:[5IWk& 50 
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5 I 'vy^lMXfcJ:, ^^XUTAIW 

* x U 7 A 2 ^ * — rV * r- * fc "3 V * X Hf k*«P < 

0t7V~ Y2 0 £<DMX*3yf-yy : r--2<D®%ffi : 7 
fcftSGSW:, &W<D-tviS3y*-XZ<E>lCl%mt2tl 

[o o 5 8] 7?"OHMXtt, eUAifconyxy^ 
f-?gft(D7r^^i: LTOIMX^U 77^/1/ 
If fg(c li, m*. l£ c (D=i yf- y 7f-? to^tt i: LT£> 

[0 0 5 9] n-fy^IDIi 3 7f77f-?tb 

s^-r i Dt?Wo 

[0 0 6 0] ££BM6Hx S£S*7 

h^bs-t 5n7f77f-^^-7<?)a tr-^ft 1; 

3£fflPSttt<D3yTy7T-* , t?fc5J§£fc:, ^<DS 

kftofc^tctt, /<— v-Jvl/ayifa— * 1 O&tfT" 
c<Duy7-yyT-$<DU±%%ikt 

[0 0 6 1 ] 0 9t3\ 37f77f- XOlgji* 
tSL-TV^o CCT-tt, 37f77f-^i:LT 1 ny 
f77 1 ~3CD30AVn-FtVX^ 1 0 7 tffi#$tl 

[0 0 6 2] coSfc^tidiJ:, ^nyry^icWJS 
LTti, 77#ID, 37f77+- 57 F 

7r7;MMX<Dlf$gtfK«-e>n, SStc^Jffl^ff 

r-5^K^5.n5o 77-f/WD, 3 7x77+- 

^7F;K 7r7;b-9-7X«, ±fE08{c^b/cnyr 
y7f-7®'\7^xij7A i tct&^snr^sfc© 

[0 0 6 3] $fcf"Jffl^ffx-^09^> TO^ff : 
ffi^B0#J , TO^ff:*l7BB#j, r|§££ft:|f 
^BJtgHiaj fe, EI8^^L/cnyry7r-X©^'y 
5XU7A 1 EJSttSttT^*#£liM&BI& f?^H7 
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frsto mtmm&mi it, si^yf^yf-^ic 

^77 ho[5]^=3^?n§c tic*§o r^tr-ni 
3^-«tifciHi»*^-r. w*tf±aa r^-^ft : @ 

Ifa— ^lom cKDnyf-y^r-^^nlf-g* 

1 ®#'>fc < f 5 «t 9 t LT*©fi6tf£M£ft 
3 C rn^-^ft:SCMSj fctt, SCMSCSerial Copy 
Management System) a)*f*gtS^> < 3 tf-£{W^2 
tl5o SCMSftt, ^iJx.^SHtf-TtO^rVT^ 

^^^ntf-^tT^tOtOVT, 1 ffi^<0*<D3t!-^ 20 

£ 7- D , M^i t fc/^ 3/ a fii^a^a ? 7 A 

337 (H5#FI) ^3yf>7f-^^-xofl§(; 

[0 0 6 4] §Wi*H4fcRl/C, 

ncfe^LfcUSB3^^^3 2*Wt6.n, ilcDUS 
B3^?3 2lt f*lpfl£)U S B Vy^f 1 5 bWwi 30 

B3*^^3 2fr£>U S B K7-f^2 1 5KA*j£ft 
[0 0 6 5] 777->a^t'J 2 0 6(i > 777^^ 
#fcH LtffrfcftSo x"LT\ USBK7 

[0 0 6 6] ilCTN 77 7>'a^€ l J 2 0 6 EfEtl? 40 
n53yfyyf- ^fc>$S FAT (File Alloca 
t ion Table) fCfcoTSa^nSo FA Tied; 

oT, 7^-y> / a^ ; e , J 2 0 6±tcfct)'?.3iyr> /> yr 
-2cDf2SttB*«^tlSo ft*, F A T i: LT 
© 7 *- 2 ti , $1 * IS n > 7 y V 7' - 2 fc £ 1 c 7 7 '7 > * 

^t'j 2 o 6tfEia*nrfej:t/^we*s*\ mts'E 

EPR0M&££«fcoT8/£Sn5fl-ffl$R0M2 1 OK 
.latlfSi^KbTt^^o flRJAlf^3|SROM2 1 OtC 

MSfc£PgKtf£S£?ftT^577 < yS'x;* ; & I J 2 0 6 50 
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re n§PROM2 1 out, ®m$&uwt%mwzz$> 

[0 0 6 7] 777~>a^ ; e , J 2 0 6 iCjatSnfea > 

it, f§^Mnyry7f-?5;777v'a^ 
t'J 2 0 5*^08*H1LT, »^7%^LTDSP2 
0 7fcfE^-T5o D S P 2 0 7Kfc^Tii, ny-7-yv 

U PirS7*— v<y hOfy^M- 7V4-7— 

5 C ^Jx.«»{ / FgP2 1 2tWLTfTt>tlfcm£* 

moSC/cgg, %mm<DMMi>. C<DDSP207fC 

P 2 0 7AMf^a%ff9 0Kfe/coT^, #J*.fcf&g 
^fen«VVy7r^*U 2 1 1 ^Hi^ i:LT#Jfflf 

?^*-f-f tf-?%D/ A 3 y/ 1 !-^ 2 0 8 tCttlT^ 
■f5o D/A3y; i i-?2 0 8m AftSftfc'rv^ 

T7y?zo9fcm.zmirz>° ryfzoymtx 

jlZntcTi-v ^-7V tffit^EO^Titifl^To 
KW^TSo ^ L/T, ^7K7ty-y>7722tCN7 

K7*y4 oftrotte nn& coAfK7*y4oo 

[0 0 6 8] S/c, 777'ya^t'J 2 0 6K?eit£ft 

fe3yfy , yf-^4fi774'yt5, oso, /<- 
ytfrxyVa.-* l ofc#LT&i&3-B:5.fc'5£LT 

fiHSI" SISKfi, 777-ya^t'J K^/*2 0 5fc* 

0, 7x-y ^'I'yt^fsyfyyf- ^^777->i 

jC^rU 2 0 5A^M*WLT, U S B K7-T^ 2 1 5 
(gai-rSo U S B h*7^A2 1 5T*tt, USB3i^77 
3 2->U S B7-77b5 0^)>LTg^$nTV^^- 
V^bnytfx— 2 1 OflJcDU S B F7-f/U 1 otc^ 

[0 0 6 9] Sfc> 5fett^/-cJ:5tc. ;^-v7;b3i 
1 0i:7*U-t2O^U SB4 , y^-7x-f 
Xfc<fe0S^nfc^fc«, /^-Vt^yi^a-^ 

7 2 0 4 A^te>n«o ISIiE^I7'D 77 2 0 41^ $J 
^.iiC P U 2 0 1 OSiJASttGUT, tBSISKESaai: LT 

[0 0 7 0] j*f^gP2 1 2«, IWAffBI 1 (C/^b/c7°U 

-^2 o«*f*2 1 idattfenssajftf^? .fcoiasfe 

^rttl^-rSo C P U 2 0 lit, •CiDMft'^UimfcSrl 
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DTmg©S4M»iSfmf*>n5<fcd t, D S P 2 0 

yejwswii^^ys/a^tu 2 o 5tjrr*a» 
c p u 2 o i ^e>tti^$tisa^x— ^Kjtsur, 

[0 0 7 1 ] CPU216(t ±!BLfcj*fFg|3(CjSDfc 10 

OM2 0 2tii, CPU 2 0 ltfUfff^tTW^A 
07*-*^ C P U 2 0 2 ##R83"^tffl»Il9:£1fflBfc 
HAMftSflSttSo RAM2 0 3£«:, CPU 2 0 

i ^T-r^t^a^A^si^nT^^ns 

C P U 2 0 1 A^affiS^^S^fiJffl LTzt-W 
[0 0 7 2] *M1M<DMm<D-fU— /^yf-'J 20 

2 1 7tr#?>n§DaWi?;%'S«0SS2 1 6tc=toT 

Bf3£U^I/0«£EK««bT, flgp@&©«ili P W • B 

K, /^yt;l/nyifa-^ l ofrSfctu s By-7;i/ 

fcJtlTV^, CCDfcib, fU— ¥2 Oi:LT«, US 

1 0 

j&KSnT^SfctKte, il©USB^-7;P5 0^/l- 

n§o coftftt, *nsi«miou s b K^-r^2 1 30 

SfcLTti, USB-7--7/P5 0%:frLT&*&£ft5^ 
jg«E^?.mS^K^*JiPW • U^ffT, cnfcfl 

u 2 1 T^rnnutt^wm^z 1 6^p>cossf^ 

[0 0 7 3] *HStio^fll©s/XrA"e{i, 
•?{CLT, /<— VJvl/ayifa— * 1 0 Y2 0 

fc©W?frofcfflEKSE*SJSK&i;T, U S B^y*- 
7x^7£l>LT<D*?g (U S B«I) ©&*&*IWfflJ* 40 

ScfcSKSttS,, oso, /^-V7-;i/^ytfa-^ i o 
fc7*l/~ ¥2 0£<DtB5^SBSIHi:LT, 7b— V2 0 

am o y 7s t l m&mmx a * ^ t u x mm £ n & 

[0 0 7 4] ^CT% ±12812 (CiL/i/^-Vt;V3y 

1 o fcTV— V2 o <Dnwm$&?k<vffii&®\*m 

^nytfa-* 1 0£:fcl731tit[y]Sg&i:LT> USB 50 
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«gO#*&®iSS©«j£*jj*LT^S. USB 

1 1 OfcttLTfi, »1 1 4^5, USBfflfflgP 
Wu^USBK7^1 1 0^WLTfttlp$n§o ^ 

USBF^-fm 1 OFtyCfcVT, sssssgrttc 
X-Y-y^l 1 0 atfKttfcftT^SfctOfcSfU ±IBU 
SBfflliPWuti, COX-l'7f 1 1 Oafr^-YV 
V b u s^/TLTU S B3*£* 1 1 UuSIBESnSJ; 
Mc&oT<^3 0 lCT\ X-Y-yf-1 1 Oatt, tflRff 
FETSHOX^7flf*ll^n, CPU 10 2© 

[0 0 7 5] 07tc7V— V2 Offllfc&tt&nS 

2 1 7 £ U S B«H©{5Jftfr%«7W± LXMttZZ- 
fctfRltlfcSftTVS. 7fcf\ USB 3***32 
LT/^-V^aVtra-* 1 O&HcD^gMhSli 

^nrv^i/^MT'tt, /iyf-v2 1 7%*7 t ji®^-r§ 

utfc&3 0 Mi^ /^yfU 2 1 6jb^W*&^ns 

mffi.nmni±£LX(DnMmmm2 1 5£#*&s 

n> £<D®I£[h]S§2 1 5rtODC/DC3>A-^2 1 

5 a icxmfeis^x&feitiEnrcmffi.nmc^mzn 
x, wmpvj ■ BttT^ijx.acpu2o lmzitttb 

i:tfcti\ USB3*^3 2->L'^l/-?2 16a 

[0 0 7 6] -f LT, W*tf±£Lfc«8*»6, 7*b- 
■V2 0C0US B3*7*3 2%ftLXrt—Vi-)l'3y\£ 

3.-210* EtD^nmimmm t <D$m&fft>tirc 

ttZ. tOtS, US B3***3 2£/fL-a±, ft 
buslcj:§US B«iii:tf>Uj2nT< SCtCftS 

««, ccm wmu^ts usb*m^^-T5« 

[0 0 7 7] USB3*7£3 2£;fi-LTA#£*lfcU 
S B«jE«, U S *ma^&$&2 2 ORtfU SBK 
v-T/^2 1 6ftlCltiLXmft>tlX^%f£tl%l'¥3. 
U-Z 2 16a }C*tLTft^$n§ 0 U S B*£l±Ht^£ 
figgR2 2 OXit, XiltntcM S B«BO«EE*»£EL 

t, u s zmffltfi&nrzc t^Lm^mm^ 

f^LT, Wm&2 1 5rtODC/DC3>'/^-^2 1 
5 alCttLXltitltZo DC/DC3^-?2 1 5 a 

&&5lci<tiX^&o oiD, U S Bj&fttffTfottfcif 
-a-tCii, D C/D C n 2 15a C»ff itS 

iXt>?Xs U¥*U-Z2 1 6 at«tt)A7j*n/c:US 
B*iS*Rlf)£U^«EtC^HtTff6n*«ailPW • 

u * grate *t l Tift &p t" § «t 9 k. $ nr v ^ o 

[0 0 7 8] ZZX\ «(*tf±EbfcttlB*»6USB« 
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DC/DCny/V-?2 1 5 aftllMllii&tSJ; 

[0079] 5. T-zmm&m 

5-1. ^x<y^77h$PI 

*mm<oBmt lxiz, ±mix^%£oic, mum 

£:7V~ Offl£T~<D7 t -21fcm%:ft : ?mc. SV^ 10 

7H ii^frns^— yt/Vnytfa- £ l ofr^TV 
— V2 O^cDr-^n^-^ rf-x-y^-Yyj fcV^fc) 
nS7°U— f 2 OA^/^-Vt;b=l>tfa-^ 1 CVD 

7 7 7 h JUS t f - x >y 7 ^fflfflfc O l > TIli^HK $ L T 
IKo 20 
[0 0 8 0] HI OSU'0 1 1 lefciu 

+ -M±, /<— y-Jvi/aye a-? l offliJfre&fctg-B- 

©^a^AfC^oTC PU 1 0 2tf^fTT SfcOfcS 

[0 0 8 1 ] fx'y^T^H^Ltli, 5fe"f0l 0© 
Xf-y7S 1 0 lfcfeVT, SlffitDny-ryyx— ^ 

-x£ft©rt§jcmi-s/vy^a{g£ft©-rs 0 

T, $l<DXf-V?S 1 0 2lC*J^T, ±!3Xf--y7°S 1 30 

0 i Kxm^tirc/^y^^mt, mmias^xnmzti 

xm^iiROM 1 0 3lcUm-&X1S^tc'\y*S3.m£ 
\z-o^XYcWtVsr>X, ^cDffi^-SScLT^S^SAHC 
OVTTOJTSo £CT% M#Wvy ~> a LT 
^fc^fc LT5£lS£>W*&ftfc*£fc«* Xr-y7S 

1 0 3tc!A/C\ nyf-yyr-T^-X^IEESjjH 
$ nfc oil Itttf fe 5 /cJ6fc^ x y 7 7 •> h Sfffc*^ e 

S 0 JiniC^LTXf-'yyS 1 0 3fc43VTP5#<D/vy 

->afii^-aLTv^ t LXn^mm^nrc^^ 40 

«Xr-y7S 1 0 4icmtSc 

[0 0 8 2] Xf7yS10 4(C^T(i, tfij*.^- 

KfVX7 1 0 7(cS#^nri^3yfy7f-^^ 
mfr&to ZLxcoiffifr&Lrcmmcw&^x, rv 

X7°Wi 1 3tcftLT\ nyf/yf-^ (BP^^ft 
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[0 0 8 3] CZX\ imi£±mZf-v?S 1 0 5IC& 
i<xf77S l 0 5k:^t, nyf^yf-? 

*fjiS-rsjpjffl*fl : '7*-^*f'xy^"r*. o*t), sir 

r«y 7°S l 0 6fcfe^T, »f±fEL/c&fiJffl£ffr 
-*«D^x>y7$g3lfcfi^-t, IjRSnftn^f^ 
fCO^T^x'y 777 h^t£T-fcSfrS*HCO^T|iJ 

Stf, ?*'y?7yhtfnimX3b5®$K&, Xr-y7° 
s l o 7lcM$So 

[0 0 8 4] Sr<Xx-y7°S 1 0 7tC&^T& /<— V 
t;P3yea-? 1 0CD7°U-^2 0 fcOH^OffiSK 

[0 0 8 5] C^tBSBHEfflaw^lfflCoi/^TttftjiEt 
CCT'fSi-¥-tC^B/lLTfc< $Jx.f£\ 7u-^r 
2 0 CD-ROM 2 1 0(C{iVX^-«KH*WSBti 
Jtl, /<— y-Jvl/n^tfa— £ 1 OCR OM 1 0 3ttii 
ffiiJUKI, Stf3R/<-yt*3yUa-i' 1 Oil 

So 7°L^— ^2 Oimi, M-yt;Pnye a -^ l o 
ffl!Jfr&S«3tt5 I DOSMU *«) I D£7°U— ^2 
0 fflOT-fflif t S v X * -SI K M K /> «y a Ml&?r}iffl L 
t v /^-ytinyifa-^ 1 OfflJcOROM 1 0 3I,CU 

&Lx^zt2tizmm£m-<o»%&]&? : s>o 

[0 0 8 6] fe5VHiffiCD^EJQ.a^ bTti, ^Jx.ii^ 
-y-t;l/3yt!a-^ 1 OcDROM 1 0 3K I DiTX 
^-®KM1^46iaif-$-y:"r*3< fcfcfcic, 7°U—^2 
0<DnSPROM2 1 0{Cfe7°lx— Y2 0<D I DtVX^ 
-®KM2^faS^^T*5< <fc5tTSo ^LT> 

ncD i d ^x^-n^fcswcftWjtcjMft-rs c t 
t\ imte-Hfrzmmzftxzrcwfvxz-Mic^ 

[0 0 8 7] fit, ±I2Xr'y7S 1 0 7KfeV^T, 

tea, ±Etfc-«fwa3ifflfflii (-HfUKs) 

yt;l/nytfa-^ 1 Q<D-fV-Y2 0tX^Ltzo 
z.X\ X7 L -y7S 1 OSlcWfttZo tSSSSE 
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[0 0 8 8] X-r>y7S 1 0 8 fcfcfTli, 7r^V I 
D * if © 3 >f 7 7 r- 2 £ 1 T <D 7 7 -T 7 1 

T, #cDXr-y7S 1 0 9£*$^T, i38M&tU£ ± 
iaxr-y7s 1 0 8£±9Kt#Lfc3yx77-r-£K 

?7i^ 7*-Vy h&if£7V-^2 OlCttJESTSfc© 

77s l 0 9©JaS*Wt§i:H l ioxtvT'S l 

1 0©ffli:Wt5. 

[0 0 8 9] 7f-y7S 1 1 Olcfc^Tte, /\-Ff^ 
X^ i o TA^St^WLT^fbfcnyxy^x-^ 
*\ 5tOXr-y7S 1 0 KDWSMWimz^ D«WL 

fcafgffl^ (-«n» twHtr*. ^lt, 7u~ v 

2 OtcWLTU S B^7£-7x^X£/M7T$EiMT 

tfc3yr>7f : '-^^SfibT77'y>ay<* U 2 0 20 
6fCt"£^?H21I2#i>o 

[0 0 9 0] S©Xfy7S 1 1 1 Kfe^TM:, &Btf 

& n 1 1. m n z n => 7 f - > 7 f — 9 t m& t % 3 7 t- 

B^nj^iSO 7^t2 0^fiM14Ml^ 

6- f5„ ^6(cg!<Xr'y7S 1 1 2\OS^X. 

nrc^yy-yy t- $ eawrr snyfyyf-^ ^~ 

X©3fc!-£ftfp©SCMSlff$B£, 71/—* 2 00* 

a-rsj&Sfcggrrs. *-lt> soxfv^s 1 1 3 

&C*5^T\ ±IBX7--y7S 111, S 1 1 2 ©iO-SK <fc 30 
oT^^n/i:S^fri:SCMS1ffg^ 7P-*2 
OtclEiMfSo yu— ^2 offlfJ-pfi, SfSb/cB^ff 
fcSCMSfiS*, 77'rya^t'J2 0 6, t> L < \t 
y^g|$ROM2 1 0£ftLT£#t5o 
[0 0 9 1] Sfc, ^OX-r-y7S 1 1 4K*5^TH\ 
»R$nrc3yx>7£D3yr>7r-^^-X^tcg 

£Rf!S&:£fl\ nif-fcft&iffc, CPU1 0 2«o 

2 0fflm±, IBgSnTtfcfiJfflfcftr-^fcmtf? 40 

7- y$/a**U 2 0 6, fe L < fctftSBR OM 2 1 0tC*f 
LXUftt&Ctlcft&o 

[0 0 9 2] a©7f>y7S 1 1 5£*5<^-ai> iIIR2 
ttfcn 7x77T-££Hi^ftt7Ti/^Bf^gt, gp-53 
7T77*-£3 7r77x-^-XfrP>K&tbU 
Xfy7S 1 1 6K6^T, ?C3yf>y+-*R 0 

m i o 3 tieit*nT^5^ffl»7?«^L, afiffltt 

fyy*-^ 7u-^2 ottess-rso 77-^20 
ii^ji, c p u 2 o i mmt&msmmyti 7720 50 
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4 0£QgtCi;oT, ^-7^/1/3 yfc? a -2 1 0fr6$s 

a^tiJ 2 0 6, feL<«naPROM2 1 QlCftLXU 
ft?Z 0 £<D£olCLX, 3 7f-77x-2&tJ ; fiJffl£ 
ftr-*£if©'\<y ^filWt /^-yt;l/3> tf 

u-v2omicx%m, mm%ctx\ 

h t LX<D?-*1&&m=it>tl%*><DX$>Z> 0 
[0 0 9 3] ZLX, ^©7f7 7S 1 1 HOS^X 
fcj\ 77\rt/3 7fcTa— £ 1 OffilJfCfcl^T, IejML/c 

3tf-|I|S#77££: 1 ^yy'J^M5 0 ±!2X 

fy7s 1 1 7<ojQS{c«toT, nyfy-yf-y^- 

7s<Dfa®tecn%Xbltm%;5t><D£%%o ^CX\ % 
OXry7S 1 1 8{c43V^Ts 37x77r-£^-X 

WcA7-7aMROMl 0 3K$f#-f3 o Of D> 
/ vy 7 a ftOMirJiaa^llff 1" -5 t» § „ 
[0 0 9 4] 5-2. f-x-y^y&LS 

ffi^x, ^x-y^-fycDfcfeosanifjfftco^T, 01 

2cr)7D-7 L -V-h^#F,SbT^-rSo C<Dm 
Kls^Xlt, /^-vt/l/nyifa-y l 0iJO®ai:7 
V— Y2 0%<D%Mt%: 1 0©7a-tC«fct)^tTV> 
5„ /^-7-f;l/3>'tfjL-^ 1 offiflCiaSfi, nyfy 
7f I77'J7->'3 y©7a7*7W;fcTC p u l 

0 zamfrU 71^-^2 oliJOMi, c p u 2 o i 

[0 0 9 5] C<DmiZ.7Fi?®Mfcl3^Xli. 9ct. Xf 
-y7S 2 0 1 \Zi5^X, /^-Vt/^ytfa-^ 1 Ofr 
5.7U— ^2 OKJitLT, 7Wt2 0O77T>a^ 
2 0 6tCf2'l$nTV^3 7r777 : '-^(CO^-r 

£ « , ffil * a '3 7 r > 7 r - * O ^ -y ^ t tStt $ ti T V> 
2 0 6tClS'tS?nTV^37r77'r-^iC-O^TCD|B 

sssea(c^ijffl^n§'iffii:$n§o zhxzvmm 

1t$a«, flf»Utf^»ROM2 1 0Xti7^'y7ay:^U 
2 0 6(C*3^T«#$nT^§> dCDS^fCfSCT, 7 
U-^2 0CDC PU201(i, EttbT^SSSHfHR* 
^*ttlLT/^-77^;l/37ea-^ 1 Otilfi-rSfc* 

1 OflJTiJ:, SMbrcgaffllBKS^^r, 7b— V 2 
0fi-efE«$nTV^^Efti:LT«37x77x-^% 
ISt5/cJ6©GU IHfi%-rVx7U-r 1 1 3(ca^ 
?^Sc 3— »f{i, C<0GU imWiZfthXWfcit'fto 

S?-TS<ii:^T^§c 
[0 0 9 6] etT, ±f£XT'y7S 2 0 1 K*l^Tf- 
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xy7^y£#S^t3yxy7T-7©i&&&m>ft 
tcfrr&t. JgKXr-y 7°S 2 0 2 i: LTOjaatCk 

[0 09 7]K, Xr-y7°S 2 0 3(Ct5^t(i, 7^ 
-yi/a^^U 2 0 6t!21i2ftTt/^3y-ryyT-7 

ryyr-?(co^TcDM&tBL;§:fTV\ /*-V:f;l/3 
y£a-7 l Otcte^-rSo /^-Vf;l/nytfi-^ l 

oijr-{±, ii<xf7-/s 2 o 4cDsaatcj;or, 7u 

-+20 5iEiM£ nr * n y r y 7 r- £ ft LT 
[0 0 9 8] #£7V~ ^ 2 OilTHis Xx-y7°S2 0 

r<y 7°S l l 6<DMatJSCT, 7°U~ VZOl^ 
•yya^t'J 2 0 6tC«#LT^/cfecD'efe5o ^LT 
7b— +2 OiJT'tt, r^WL^lTo/cHI^^STj-g 

[0 0 9 9] /^-y^-;l/3ytfx-^ l om 
7S 2 0 6©5aafc«toT> ±IBXx'y7S 2 0 5fcJ: 

otv— ^2 ofre>'M®-£tirc«mmzgmL, 
■r § fs#ffl b-r s o t t/ <- v y tr a 

-7 I Ote, ^OXf--y7°S 2 0 HCtS^X, 5tOXf 
•y7°S 2 0 AXUftLtc^yr-yVr-ZO? 7 J frZi 

<D&h\ 0>J*.tf3.-tfGU iwmc^xxtiLrctz 

Xr -y 7 S 2 0 6 T-B|^b L/cBf if StftfiHS 
LTt^nyf-y^r-^^-Xtcgii-rSo ^LXU 
<xf-y7*S 2 0 8(cfci/^ nyfyyf-M-X 

xx-y7s 2 o 7<o5aaKioT*(Drt^**^e) 
ft k 3 yf y 7 r- 7 ^- x e ftjtSf § >y y x tefcW 

mu ^ij^.(I'rom i o 3 {cien^-fr-So 
[o i o o] t fc> /^-vt^nyifa-^ i offlj-e 

ti, ^cDX-r-y7°S 2 0 9 (C&l^T, 7V— \* 2 0 Eft 

0^ x >y 7 >r y n yf y y x-7 offl^s^t 

3 0 ?IT, 7V— 12 0T*(i, ±!BXr'y7S20 9 
tLXtD^-V-fll^y^i.-Z l 0^e><DiH«tCfSC 
Tv X-r'y7°S 2 l 0 tLTOSaiaoL 77 7'> 
'J 2 o 6tcgEtl$nT^§nyry7r-^©9 

e. , 4Hfx -y y snft 3 y r y 7 f - 7 m \ 
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tfa-7 1 o^fDuyf-y^T—^^^t^hntcC 

tic&z 0 -z>£*)i-xv i"CytLx<Dmttt>mt>n% 

[0 1 0 1] e. mmmmMJkxfmmmmm® 
m^x, 9t\z.m\ ocoxx-y7s 1 0 iRxfmi zox 

r-y7°S 2 0 2 £ LT^LfcffiS^tB&aKo^T, m 

^mmmmt lxiz, tmtmmm^t Lxmrn* 

f#e>ft&fro U S BfcjgOWt&MfflWfffc 

WM&ifibbtiX^Zo £fc> ue-T1i/^-7-f;b3y 
fc!a-7 1 OffltTV— +fiijow#«»^a*^^nT*3 
A-Vt;u3>l£a-^ 1 OiiXx'y^S 3 0 1- 
S3 1 I communis 7"U-t2 0liXf77'S3 

2 1 ~S 3 3 2 CSU1 S 3 3 3) (DVmZMfitZe i 

fe, coa^riaaiiLT, /^-v-f;i/3ytfn-^ 

1 0fflJ(DSaa«ISIl7°py^A3 3 8{Cffit3TC P U 1 
0 2 tf^ffU 7U-+ 2 0 ®l©*aaii, CPU201 

*msiiE®a7p 77204 ttumt % c txnnzn 
20 3 0 s/c, ^SEjaa^ctsi;/-c/^-y^b3ytra- 

7 1 omSUS B«igi«*&3iiJfl9tt, S«ifiiJtP7 0 n7' 
7^34 OfCt^T^fff So 
[0 10 2] ^fill 3C0Xr-y7° 

S 3 0 1 tLX<DyimK&~iX, M-yt/^ytfa- 
7 1 OiJ^fe^T, a»Na*4fiKU ^Xf77*S 

3 0 2tC:*3^T, /^-7t;l/3 y tf a-7 1 0 © I D, 
iO*fn'J#§G, St5'±IESLi!jNa%7°y-+2 0 

^M-rsfc46<D^a^fT-rs 0 

[0 10 3] -75\ -fV— ¥ 2 0«, XT'y7°S 3 2 1 
30 t&l>Ta$Wb%£j#U ^OXf77S 3 2 2fC*5 

t^T, ^-yy-;i/3yt:°a-7 1 o^eiMfi^nrc^- 

7^;bnyifa-7 1 0CDI D, iOAfdUS§G, 
tJ,ktfSURNa*§fl-r*. ^LXs ^©Xf7 7°S 3 

2 3(Cfc'^T, lO*f J'JSfG*^, VX7-HK 

[0 10 4] £5SC 7U— V2 0fi)Wi, l^<Xr«y 

3 2 4©SQ.afcJ;t), j SlOVX7-HKMa 
[j] ^*46, ^Xr7 7"S 3 2 5fc*JVT, ^~7 

t;b3yifa-7 i oo I v\zftLX, vx^-Ikm 
40 a [j] ^stctfc/N-y-yaMis^jiffl-rscittc^o 

T> ^Kab^Wtti-tSo S/c, ^<Xx-y7°S326 
t43V>T, a»Na, SL^Nb, *5«ktf/^-y^-;l/3y 
1 0 CD I DfcWLT, SlK a bfcSfcLfc/vy 

r>y7s 3 2 7K±otaaas b%^-r«o 

[0 l 0 5] ^LT> ^OXx'y7S 3 2 8tCfc^T 

b, as^j, feiy'SLtsb^-yt/^yifa- 

7 1 0tc^LT^HfS/ci6O$iJWi%Hf7tSo X 
50 r-y 7°S 3 2 ZtDVBMOmZ. yu— V2 0{i, HI 4 
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cDX-r-y^S 3 2 9 ©SO-St j§ty 0 
[0106] /<-vt*ayi;a-ji 1 OT'fct x-r-y 
7S 3 0 3 LT»SaSK±oT» ±!2Xr-y7S3 2 

8 (Dtmic x o tv— v 2 o ^p>3Mft snTtrcaaN 

vt^nyifa- £ 1 Oti, E|l4©Xr 
-y7S 3 0 AKL&fftZo 

[0 10 7] ^OXx-y7°S 3 0 4{Cfe^Tt±> /<— V 
^/l/nytfa-*l OTH±, gfSLTfXt#bfcH#^ j 
£«fc, fSgiJUK I aCtSMiKa b^5fc46<D 10 

saa^ffi"5o £fck<DXTy?s 3 0 sic&^t, 

nytf^-^l Og#©I DfcftLT, ftKab^SfC 
Lfc/vy J/aS»S:2fflt 5 ' i:T?a»R 2 fcJSmf 

[0 10 8] ^LT, %<DX7-vfS 3 0 6Cm, 

/t-y^/Uaj/lfa-* 1 OXit. SfBLfcSLSR 1 
fc, ±EX7 t yyS 3 0 5T?±iaLfcaAR2fc«^b 

8i<D7V~ Y2 0X*&&£'£nZZ£iC%2>° Z<Di%-£ 
£{iX-f-y7°S 3 0 7Ju^©5Q.aKjit?c CftKttL 

&£7V~ Yi,tiEm<DfU~' Y2 OLLXMUZftK^ 
CtlCKZo CKDif-a-iCteXr-'yT'S 3 1 HCitfro & 
*3, Xr-y7°S3 1 1 cDSailtcov^Ttittjiti-r^o 
[0 10 9] Xx-y7S 3 0 7tc43^T«, M-V:M/ 
aytfa-^ 1 0«, SURS a££fi!iU ^<Xx>y7 
S 3 0 8fCfct>T, SJRN bfe«fctfSjRN a lC*f L/C, 
UK a b*SJCbfc/Ny '>aK«%®fflLTa»R 3* 30 
BttitSo £?>tc, #©XT-y7°S 3 0 9(cfe^T(i, 
±IESURR 3, MIS a%7L--^2 0-\3MfIW7^ 
t%o ^UTXr-y7°S 3 1 OtCfc^T, SU&S a 43 J: 
tfSL»S bt^LTiK a b^SKLfc/vy^aWlfrfc 

[0 110]-?^ 7U-^2 OfiJTHi, Xx-y7S 3 
2 9<DfcigK:J;D, M-V^vUn^tfa-* l Office 
Xr-y 7°S 3 0 9©jaaK«tt>TjXM5nfcaaR 3& 
tfa»S a*£MU #<DXr-y7S 3 3 0t^T, 
a»Nbfe.ttfa»NaKWUT, lKab*SELft 40 

/N«ys/aiii»*afflLTaaR4%*ai-r«o 

[0 111] -?-LT, ^<Xr'y7S 3 3 1 fcfct^T 

SfSLfcaftR 3 ±fBXr-y7S 3 3 
LfcgL&R 4 t^bi/^^S^tco^TOfiJS^T^o 

ccx% a»R3 4:aaR4 fctf^ixft^tpjjssft 
a tiiEffio 3 y r y y war 7° u y a y% -iy x h 
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